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 This research aims to create a cluster housing monitoring system. This 

system combines IoT with the ESP-NOW protocol. In this system, the head 

of security and homeowners can unify the state of the house through a web 

application and an android application. The system will send notifications via 

the web and the LINE messaging application if there is an intrusion or gas 

leak or no fire is detected. The contribution of this research is to shorten the 

path and time of data transmission and make it easier for homeowners and 

heads of security to monitor and take action as soon as possible when 

something goes wrong in the residential area. The method used in this 

research is experimental. There are 4 main parts to this system, namely ESP-

NOW sender, ESP-NOW receiver, gateway module, and server. All 

microcontrollers in this system use the NodeMCU ESP8266 because the 

NodeMCU, apart from being a controller, also functions as a WiFi module. 

By using the ESP-NOW protocol, it is possible for every microcontroller, 

both the sender and the receiver, to communicate without using WiFi WAP. 

In this study, the ESP-NOW sender collected 10 installed in each house to 

unify the conditions of the house. The ESP-NOW receiver worked to receive 

data from all senders. Any data received by the receiver will be sent to the 

gateway serially. The gateway module functions to send all messages to the 

server online. Application on the server-side built using PHP and MySQL. 

The display of the system can be opened through the android application or 

web application. The results of this test indicate that the system is running 

well with a 100% success proportion where every message from the sender is 

stored on the server-side, and the application can provide notifications 

according to the scenario of the system. 
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1. INTRODUCTION  

Currently, many people are busy and active outside the home, so they are rarely at home. Meanwhile, 

the condition of the house is monitored by security. To assist security in monitoring the condition of the 

house, many have created a house and housing monitoring system where data related to the condition of the 

house is sent online to the server. This data is usually monitored by the admin or head of security as well as 

the owner of the house. In general, the process of sending sensor data is sent online by the controller used. 

This indicates that every controlled house must have an internet connection. This is a limitation of this 

method because not every house is willing and able to provide a continuous internet connection every day. 

On the other hand, there is another way to avoid this, namely by using the ESP-Mesh protocol, which will 

send data in a relay from each house or node to the server. However, this will result in a large delay related to 

sending the data [1]. Meanwhile, in terms of monitoring, the issue of data transmission time becomes 
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important. Therefore, it is necessary for new innovations to be carried out to anticipate these things. The 

innovation is the implementation of the ESP-NOW and IoT protocols. The use of the ESP-NOW protocol is 

necessary because not all homes have internet access that continues to be active every day. By using ESP-

NOW, every home does not need to have an internet connection. Then, using the ESP-NOW protocol can 

shorten the data transmission path where each client directly sends data to the ESP-NOW server node 

directly, which in turn will reduce data transmission delays. As a comparison example, in the ESP-Mesh 

Protocol that sends data in a relay, where there are 4 MESH client nodes and 1 MESH server node assuming 

data transmission is carried out through each MESH client node and the delivery time from each MESH 

client node is 2 seconds, then the total time required for the farthest node is 8 seconds. Meanwhile, using the 

ESP-NOW protocol and in the case of a 2-second delivery time, it only takes an average of 2 seconds for 

each node to arrive at the ESP-NOW server. Furthermore, using the ESP-NOW protocol will save costs 

because every home does not need to have an internet connection. 

This study describes the monitoring of cluster housing by combining IoT with the ESP-NOW protocol. 

In this system, there are two main actors related to monitoring, namely the head of housing security and the 

owner of the house. The number of houses monitored in this study amounted to 10. Both the head of security 

and the owner of the house can monitor the condition of the house through a web application or an Android 

application that has been built on this system. In particular, the head of security can see the entire condition 

of the house in the monitored housing. The system will provide notifications in the form of messages through 

the web application and the LINE messaging application if something goes wrong in the houses being 

monitored. The notification is given to the head of security and homeowners so that they can take action on 

the current situation. 

Research related to monitoring home conditions by utilizing IoT has been very much done. One of the 

studies that discuss housing conditions is a study conducted in 2018 [2]. This study discusses home 

monitoring, and it has been running according to its purpose. However, the study only focused on one house. 

The next research is research in 2019 [3]. This study discusses large-scale monitoring of areas using the 

Mesh protocol and has succeeded in achieving its goals. However, because it uses the Mesh protocol, the 

delay in sending data will be very large because each node functions as a relay to convey messages to the 

Mesh server. 

The third research related to this research is research in 2021. This research makes housing monitoring 

by utilizing IoT and ESP-Mesh. The system built in this study has been running well, but in this system, there 

is a fairly large delay because it uses the ESP-Mesh protocol [4]. This ESP-Mesh protocol has the advantage 

of self-healing so that when one node is not connected, the other nodes will build their connection to get to 

the Mesh server [5], [6]. Because each node is responsible for delivering messages, the resulting delay will be 

very large, especially for the most distant nodes [1]. This is a drawback of the Mesh protocol. 

In general, previous studies have not used other protocols that can overcome the problem of data 

transmission delay. The time of data transmission is very important because it is related to monitoring 

problems. The protocol that can solve this problem is the ESP-NOW protocol. The ESP-NOW protocol itself 

is a protocol created by Espressif, where this protocol allows multiple devices to communicate one-way or 

two-way without using Wi-Fi [7]–[11]. In this protocol, at least there is a controller that will act as master 

and slave. This protocol will be combined with the Internet of Things (IoT). By using IoT that combines this 

electronic equipment, we can get data from various devices such as microcontrollers and sensors [12], [13]. 

In addition, we can also exchange data with any equipment [14], [15]. 

The system created in this study was built using NodeMCU ESP8266, ESP-NOW protocol, PHP and 

MySQL, and App Inventor. App Inventor is used to create Android applications. This application directly 

points to the main URL address of this system so that what appears in the web application will automatically 

appear on the Android application. On the other hand, all controllers used in this study are ESP8266. The 

reason behind choosing this controller is that this controller is very compatible with the ESP-NOW protocol, 

whereas Espressif as the manufacturer, made this ESP-NOW so that it can be used by ESP boards, especially 

the NodeMCU ESP8266. In addition to the Wi-Fi function, the NodeMCU is equipped with several 

peripherals to be able to communicate with the outside world, such as 10 GPIO pins, an analog pin, and a pin 

for communication [16] so it is very suitable for the needs of this research. 

In its implementation, 10 houses are implemented and monitored in this study. Furthermore, each 

ESP8266 stored in each house will be referred to as a sender node. Each sender will send data continuously 

to an ESP8266 which acts as a receiver node. All data received will be sent to the server via ESP8266, which 

acts as a gateway. Data from the ESP8266 gateway to the server is sent online. In the end, the final data will 

be received and stored in the database on the server. The stored data will be presented in tabular form in PHP 

web applications and android applications. The head of security can see all the data from each house, while 

the homeowners only have access to see the condition of their house. Each value sent and stored in the 
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database will determine how this system behaves. It is necessary to send a notification to the head of security 

and the owner of the house regarding the actual condition or not. These notifications can be received by the 

head of security and homeowners via the web app, android app, and LINE messaging app. 

 From all the explanations above, it can be concluded that the advantages and disadvantages of the 

system made in this study can be concluded. The advantage of this research is the relatively fast data 

reception time compared to the use of other protocols, where the time spent on sending data from each node 

is approximately the same. Another advantage is that each house does not need to install the internet for the 

controller node that is stored at home because, in this study, each node is connected to the central node using 

the ESP-NOW protocol. The disadvantage of this research is that when the receiver from esp-now is 

damaged, the data from all nodes will never reach the server. But despite its weaknesses, this research still 

has a contribution to housing monitoring that makes it easier for homeowners and heads of housing security 

to take action as soon as possible when something goes wrong in a residential area. 

 

2. METHOD  

The method used in building the system in this research is the experimental method. In its 

implementation, various experiments were carried out, which of course, we're following the basic theories 

that supported this research which was ultimately aimed at obtaining results following the initial objectives 

[17]. The process in this method starts with literature study, design, and simulation, and the last is to carry 

out implementation and testing to test the reliability of the system [18]. These processes are depicted in Fig. 

1. 

 

 
Fig. 1. The Flow of the Experimental Method of This Research 

 

2.1. Study of Literature 

In this section, we conduct various studies related to previous studies related to this research to obtain 

comparisons, research gaps, and contributions from the research. In addition, searches and studies related to 

the basic theories and supporting theories are carried out in this research. The results obtained are in the form 

of supporting theories to implement this research as well as several previous studies. Where in general the 

previous research, controlled houses must have an internet connection [2], and others still use the ESP-Mesh 

protocol, which results in large data transmission delays [3], [4]. 

 

2.2. System Design  

In this section, the design process related to software hardware for this system is carried out. In the 

hardware section, block diagrams and circuit designs are made. The software design made includes 

algorithms for programs on hardware and programs for applications in this research. The block diagram 

design of the system made in this study is shown in Fig. 2. 

From the block diagram, it can be seen that all the sender nodes, then the receiver and gateway nodes 

used, are NodeMCU ESP8266. It can be said that the main controller module in the system made in this 

research is NodeMCU ESP8266. This NodeMCU is a System on Chip (SoC) that is equipped with WiFi. 

[19]–[22]. The NodeMCU is built from the ESP-12E [23]. This NodeMCU is equipped with an L106 

processor with a frequency of 80MHz and 224KB of RAM. To communicate with the outside world, the 

NodeMCU is equipped with an SPI pin, one analog pin, and 10 GPIO pins [16]. 

Each sender node will read the various sensors connected to it. The sensors that are read are two PIR 

(Passive Infrared Receiver) sensors, ultrasonic sensors, LDR sensors, gas sensors, and fire sensors. All values 

that are read describe the state of the house or sender. In this study, the HC-SR501 PIR sensor was used. A 

sensor is placed on the top right of the front of the house, while the other sensor is placed on the left of the 

front of the house. The PIR HC-SR501 sensor is used to detect human presence [23]–[25]. This sensor 

requires a voltage of 5V to work [26]. In this case, both sensors are used to detect an intruder. This sensor 

will give a HIGH-value output to the output pin when it detects human movement [27].  

Furthermore, this system also uses ultrasonic sensors. This sensor is generally used to measure distance. 

In this study, the sensor used is the HC-SR04 module. This sensor module can be used to measure distances 

with a range from 2cm to 400cm [28]–[31]. The accuracy value of HC-SR04 is 3mm. This sensor works at a 

frequency of 40KHz [32]. In this system, the ultrasonic sensor has the function of detecting intruders. This 

sensor is placed in the center of the top in front of the house. This is intended so that when the PIR1 sensor or 

PIR2 sensor fails to work, there is still one sensor that can detect an intruder. This HC-SR04 requires a 
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voltage of 5V to work [33], [34]. When one of the PIR sensors is HIGH or the value received is less than the 

lowest limit, the NodeMCU, which acts as the sender node, will immediately take action, namely activating 

the buzzer. 

 

 
Fig. 2. IoT and ESP-NOW House Monitoring Block Diagram 

Gas sensors are used to detect gas leaks in monitored homes. The gas sensor used is the MQ-2 module. 

This module is directly connected to the NodeMCU ESP8266. MQ-2 can be used to detect LPG gas leaks 

[35], [36]. The output used in this sensor is a digital value. This sensor works on a voltage of 5V. This sensor 

is placed in the kitchen. The next sensor is the fire sensor. In this study, it is used to detect the presence of 

fire as an early warning related to fires. The sensor module used is sensitive to the wavelength of fire with a 

range of 760nm to 1100nm [37]. This fire sensor module has a detection distance of up to 3 feet and a 

detection coverage of 60 degrees [38]. The output read from this sensor is a digital value. This sensor is 

placed in the kitchen. Furthermore, the LDR sensor in this system is used to measure the light in front of the 

house. If the light is dark, which means the received value has exceeded the specified limit, the sender node 

will automatically take action regarding this condition. The sender node will activate the relay so that the 

lights in the front of the house turn on. This relay itself is an electronic switch that will work when the coil is 

given an electric current [39]. 

In terms of sending data, each sender node will first read data from all sensors. After all the data is read, 

the sender node will send all the data to the receiver node wirelessly using the ESP-NOW protocol. Any data 

received at this receiver node will be sent first to the NodeMCU, which acts as a gateway. Sending data 

between the receiver node and the gateway using serial communication. Furthermore, every data received 

will be sent directly to the server. 

On the server, the PHP and MySQL programming languages are used. PHP is included in server-side 

scripting. PHP command lines can be inserted into HTML lines and vice versa [40], [41]. PHP can be used as 

a backend system [42]. Any data received will be retrieved using the POST method and then saved to the 

database using the MySQL command. MySQL itself belongs to the type of RDBMS [43] and is open source 

and relatively easy to integrate with PHP [44].  

Any sensor data received and stored on this server determines how the web application will act. The 

action taken by the server is in the form of giving notifications to the web application and sending it to the 

LINE messaging application using the bot LINE Notify. This notification is related to the violation of access 
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rights to the user's house, gas leaks, and detected fires that can cause fires. All data that states the condition of 

the house can be accessed through a web application by users, while specifically, the head of security can 

access and monitor the entire condition of the house or node. 

In addition to the web application, this system also provides an Android application so that homeowners 

have other options regarding the monitoring application they will use. This android application is for security 

chiefs and homeowners. For the head of security, this application is optional only. Android applications are 

built using App Inventor. This application directly points to the main URL page of the monitoring website. 

After designing a block diagram, the next step is hardware-related design. The design of this hardware circuit 

is shown in Fig. 3. 

 

 

 
Fig. 3. IoT and ESP-NOW House Monitoring Electronic Design 

Fig. 3 shows the circuit of this system. The top of the figure shows the circuit for all the sender nodes, 

which contains the NodeMCU, sensors, and actuators. Fire sensor, gas sensor, pir1 sensor, pir2 sensor, and 

ultrasonic sensor use digital I/O mode. In the circuit, it can be seen that the fire sensor module, all PIR 

sensors, and gas sensors are inserted into the bidirectional level converter module. This is because the output 

of all these sensors has an output level of 5V, while the HIGH-value limit for the I/O NodeMCU ESP8266 is 

3.3V. The output of the ultrasonic sensor or echo pin is given a voltage divider to lower its output level to 

3.3V. The LDR sensor in this circuit is connected to the NodeMCU ESP8266 analog pin. The lower part of 

the circuit shows the NodeMCU, which acts as a receiver from ESP-NOW, and the NodeMCU, which acts as 

a gateway to send data to the online server. After making a circuit design, the next step is to make a software 

design for this system. This design includes software design for all hardware and software design for the 

server-side. The software design for all hardware is divided into two parts, namely the design for the sender 

node and the design for the receiver and gateway nodes. The following is a software flow design for each 

sender node presented in the form of a text algorithm: 

1. Start 

2. I/O initialization 

3. Variable initialization 

4. Initialize ESP-NOW as the sender 

5. Read the PIR1 sensor and save the result to a variable 
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6. Is the value of the PIR1 sensor HIGH value? 

7. If yes, then: 

 activate the buzzer 

 go to point 9 

8. If not, then go to point 9 

9. Read the PIR2 sensor and save the result to a variable 

10. Is the value of the PIR1 sensor HIGH value? 

11. If yes, then: 

 activate the buzzer 

 go to point 13 

12. If not, then go to point 13 

13. Read the Ultrasonic sensor and save the result to a variable 

14. Is the distance value less than 300cm? 

15. If yes, then: 

 activate the buzzer 

 go to point 17 

16. If not, then go to point 17 

17. Read the gas sensor and save the result to a variable 

18. Is the output value that reads LOW? 

19. If yes, then: 

 activate the buzzer 

 go to point 21 

20. If not, then continue to point 21 

21. Read fire sensor and save the result to a variable 

22. Is the read value LOW? 

23. If yes, then: 

 activate the buzzer 

 go to point 25 

24. If not, then go to point 25 

25. Read the LDR sensor and save the result to a variable 

26. Convert analog value data to the digital value 

27. Is the read value less than or equal to 0? 

28. If yes, then: 

 activate the relay to turn on the light 

 go to point 30 

29. If not, then go to point 30 

30. Save all sensor values to a variable according to the format. 

31. Send to receiver node with ESP-NOW protocol. 

32. Back to point 5 

The next section is the design of the software flow for the receiver node. The following flow is 

presented in the form of a text algorithm: 

1. Start 

2. Serial and variable communication initialization 

3. Initialize ESP-NOW as a receiver 

4. Initialize data reception function 

5. Has any data been received from the sender? 

6. If yes, then: 

 Save data to a variable 

 Send serially to the gateway 

 Back to point 5. 

7. If not, then return to point 5. 

 

The next design is the flow design for NodeMCU, which acts as a gateway. The following plot is 

presented in the form of a text algorithm: 

1. Start 

2. Serial and variable communication initialization 

3. Initialize WiFi connection 
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4. Is there serial data received? 

5. If yes, then: 

 Send the data to the server with the POST method 

 Continue to point 4. 

6. If not, then continue to point 4. 

 

Next is the design of the software flow on the server, which includes data reception, data storage, and 

actions to be carried out. The following flow is presented in the form of a text algorithm: 

1. Start 

2. Was any data received (using the POST method)? 

3. If yes, then: 

 Parse sensor data 

 Save data to the database 

 Process sensor data 

 If one of the values is outside the specified safe limit, then send the appropriate notification to the 

front end and send a LINE notification 

 If it is safe, go to point 5. 

4. If not, then continue to point 5. 

5. Was the “recover” button pressed by the user? 

6. If yes, then: 

 Update the status related to the sensor to be "Recovered" in the database according to the 

corresponding id. 

 Continue to point 2. 

7. If not, then continue to point 2. 

 

2.3. Simulation 

At this stage, various experiments are carried out to simulate the program that has been made. The 

simulation process for the hardware is carried out on the Arduino IDE software. The simulation process of 

the application program is carried out on the browser, which involves the backend of the application program 

and the display. In addition, the application simulation process is also carried out on smartphones regarding 

notifications to the LINE messaging application and the display on the Android application. 

 

2.4. Implementation and testing 

In this section, the entire system is put together for testing. All sender nodes, receiver nodes, gateways, 

and servers are connected. The test is carried out according to the program scenario. It is intended to get 

results following the initial goal. The testing process carried out includes testing per part and overall testing. 

 

3. RESULTS AND DISCUSSION  

In the system that has been created, the head of security can monitor housing conditions, and 

homeowners can monitor the condition of their respective homes. In addition, the head of security and 

homeowners have been notified via the LINE messaging application when something goes wrong in the 

monitored house, so they can immediately take the necessary action. In previous studies, they only monitored 

one house and directly used online connections [1]. So that when it is reproduced, it will be difficult for 

homeowners because they have to provide a continuous internet connection. Another study monitored many 

houses and objects using the mesh protocol and was able to send data without an internet connection [2], [3]. 

However, because it has to relay data to each node, it causes a greater delay for nodes that are farther away 

[6]. Meanwhile, this research monitors many houses using the ESP-NOW protocol, where each sender node 

sends data directly to the receiver node so that large data reception delays can be avoided. This is evidenced 

by the results of the tests that have been carried out, where the delay in sending data from each ESP-NOW 

node to the server is the fastest at 2 seconds and the longest is 4 seconds, as shown in Fig. 6 and Fig. 8. 

This is evidenced by the tests that have been carried out. Testing of this system is carried out by testing 

each part of the system block and testing as a whole according to the scenario and system objectives. Testing 

of the block section includes testing the functionality of the sender node, testing the sending of data from the 

sender node to the receiver node, and testing the serial data transmission from the receiver node to the 

gateway. The testing section of the sender node functionality is shown in Table 1. 

Table 1 shows that the test involved 10 sender nodes. The test results show that each sender node can 

read all sensors, activate the buzzer, and turn on the lights by activating the relay. The test for each sender 
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node is carried out 10 times, but to shorten the writing on the table, it is only written once. The success 

percentage of this test is 100%. After successfully ensuring that each sender node can carry out its function, 

the next step is to test the sending of data from the sender node to the receiver node using the ESP-NOW 

protocol. The test results of sending data from the sender node to the receiver node are shown in Table 2. 

 

Table 1. Sender System Test Functionality 

Sender PIR1 PIR2 Ultrasonic LDR Gas Flame Buzzer Relay 

1 100% 100% 100% 100% 100% 100% 100% 100% 

2 100% 100% 100% 100% 100% 100% 100% 100% 

3 100% 100% 100% 100% 100% 100% 100% 100% 

4 100% 100% 100% 100% 100% 100% 100% 100% 

5 100% 100% 100% 100% 100% 100% 100% 100% 

6 100% 100% 100% 100% 100% 100% 100% 100% 

7 100% 100% 100% 100% 100% 100% 100% 100% 

8 100% 100% 100% 100% 100% 100% 100% 100% 

9 100% 100% 100% 100% 100% 100% 100% 100% 

10 100% 100% 100% 100% 100% 100% 100% 100% 

 

Table 2. Test Send Data from Sender to Receiver 

No. NodeMCU Sender NodeMCU Receiver Status 

1 sent received valid 

2 sent received valid 

3 sent received valid 

4 sent received valid 

5 sent received valid 

6 sent received valid 

7 sent received valid 

8 sent received valid 

9 sent received valid 

10 sent received valid 

 

The data in Table 2 shows that the receiver node has successfully received data from each sender node. 

The data sent is all sensor data such as PIR1 sensor data, PIR2 sensors, ultrasonic sensors, LDR sensors, gas 

sensors, and fire sensors. All data is sent in the form of a string. One row of data in the table represents 10 

attempts for each node. Furthermore, after all, data from the sender node has been received by the receiver 

node, the next step is to test the data transmission from the receiver node to the gateway, which in this case 

utilizes serial communication. The test data for this process is shown in Table 3.  

 

Table 3. Test Send Serial Data from The Receiver to Gateway 

No. NodeMCU Receiver Gateway Status 

1 sent received valid 

2 sent received valid 

3 sent received valid 

4 sent received valid 

5 sent received valid 

6 sent received valid 

7 sent received valid 

8 sent received valid 

9 sent received valid 

10 sent received valid 
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Table 3 shows that serial communication between the sender and gateway nodes was successful. This 

success is based on data row data that was successfully received at the gateway following the format in the 

form of a predetermined string. The data that has been successfully received by this gateway has been stored 

in a variable and can then be sent to the server at the next testing step. 

Specifically, for testing the delivery of data to the server, it is done by testing all hardware and 

applications on the system. In other words, this test goes into testing the entire system with possible 

conditions. The test involved 10 sender nodes, receiver nodes, gateways, PHP applications which include 

storage to the database, front end display, web application notifications, android, and LINE message 

notifications. The data from this test are presented in the form of tables and figures. The data from the test 

results for sending data from the sender node to the data successfully stored in this database is shown in 

Table 4. 

 

Table 4. Test Send Data from All Sender, Receiver, Gateway, and Storing Data on The Server 

Sender 

Number 

NodeMCU 

Sender 

(send) 

NodeMCU Receiver 

(receive  and send to 

gateway serially) 

Gateway 

(receive serial data 

and send to server) 

Server 

(Database) 

1 ✓ ✓ ✓ valid and saved 

2 ✓ ✓ ✓ valid and saved 

3 ✓ ✓ ✓ valid and saved 

4 ✓ ✓ ✓ valid and saved 

5 ✓ ✓ ✓ valid and saved 

6 ✓ ✓ ✓ valid and saved 

7 ✓ ✓ ✓ valid and saved 

8 ✓ ✓ ✓ valid and saved 

9 ✓ ✓ ✓ valid and saved 

10 ✓ ✓ ✓ valid and saved 

 

The test data in Table 4 shows that all sensor data for each sender node has been successfully sent to the 

receiver node and then continued to the gateway until it is stored in the database. An example of a 

successfully saved data row is shown in Fig. 4. 

 

 
Fig. 4. Sample Data Saved in the Database  

From Fig. 4, it can be seen that the data is already stored in the database. The “message” column shows 

the number of the sender node. The “sensor1” and “sensor2” columns are the PIR1 and PIR2 sensor data 

columns. The “sensor3” column is the ultrasonic sensor data column, the “sensor4” column is the fire sensor 

column, and the “sensor5” column is the fire sensor column. The gas sensor data column and the “sensor6” 

column is the LDR sensor data column. Especially for fire sensor data, in this study, the data to be stored is 

negated first so that when there is no fire, the value 0 will be written in the database. 

Related the time that the sending and receiving of data from each node can be seen in Fig. 4. This 

message column shows the number of the sender. Based on this data, data from node sender 4 is received at 

the longest every two seconds, then data from node sender 1 also has an interval of at most every 2 seconds. 

This is an advantage of ESP-NOW compared to ESP-MESH. Because each ESP-NOW sender node sends 

data directly to the receiver node, so long delays are avoided. The string “Recovered” indicates that 
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something went wrong in the monitored home or on the sender node previously and has been followed up by 

the head of security or the homeowner. These data can be accessed on the web page. 

As explained in the design section, data access rights on android web pages are divided into two parts, 

namely for the head of security and the owner of the house. The head of security has access to monitor the 

entire condition of the house registered on the system, while the homeowner can only see the condition of his 

house. The initial page display of this system web application is shown in Fig. 5. 

 

 

(a) 

 

(b) 
Fig. 5. IoT and ESP-NOW House Monitoring Start Page (a) Web Page, (b) Android Page 

From Fig. 5, it can be seen that the head of security has more roles besides monitoring the condition of 

each house, namely, the head of security can register new users, in this case, the new node to be monitored. 

The monitoring page presented related to monitoring is shown in Fig. 6. 

 

 
Fig. 6. IoT and ESP-NOW House Monitoring Alert 

http://issn.lipi.go.id/issn.cgi?daftar&1368096553&1&&


ISSN 2338-3070 Jurnal Ilmiah Teknik Elektro Komputer dan Informatika (JITEKI) 103 

  Vol. 8, No. 1, March 2022, pp. 93-106 

 

 

IoT for Residential Monitoring Using ESP8266 and ESP-NOW Protocol (Mochamad Fajar Wicaksono) 

The data presented in Fig. 6 for the head of security shows that there was an intrusion at the sender node 

3 (house number 3), fire and gas leaks were detected at sender node 2 (house number 1), and there was a gas 

leak at the sender node 1 (house number 1). When this happens, this web application will automatically send 

notifications to the head of security and homeowners both on the web page and on the Android application.  

 The recovery status on the web page, both on the home owner's page and on the head of the security 

page, can be changed by pressing the "Recover" button, as shown in Fig. 6. In this system, it is recommended 

that both the homeowner and the head of security press the "Recover" button after taking direct action at the 

scene of problems that arise. When the button is pressed, it will change its status to “Safe,” as shown in Fig. 

8. Pressing the button manually is intended to ensure that the necessary actions for this have been taken and 

the problem has been resolved. The refresh time of this page is 1 second. This means that the time required 

for the LINE notification message to reach the user is the data transmission time from the sender node to the 

server plus the page refresh time. The notification display that appears on the side of the security header is 

shown in Fig. 7. 

 

 

(a) 

 

(b) 

Fig. 7. Notification (a) Web Page, (b) LINE Notify Message 

 

 
Fig. 8. Page View After Situation Recovered 
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At this point, both the head of security and the owner of the house can immediately take the necessary 

action according to the situation. When the countermeasures are ready to be taken, the head of security or the 

homeowner can press the safe button on the web application or Android application. The change in 

appearance when the action is taken is shown in Fig. 8. 

The display in Fig. 8 shows and is an indicator that the necessary countermeasures related to this 

condition have been carried out. The display in Fig. 6 is related to conditions, Fig. 7. is related to 

notifications, and Fig. 8 is related to the results of the action, which also appears on the Android application 

the users. Based on all the results of the tests carried out, it can be concluded that this system has been 

running well, following the initial goal of monitoring housing conditions using IoT and ESP-NOW, where all 

data from each sender node can be stored on the server, and the system can provide notifications through the 

application such as Web, Android, and LINE Notify. 

 

4. CONCLUSION 

IoT for residential monitoring using ESP8266 and ESP-NOW Protocol has been running well according 

to the initial goal with a success percentage of 100%, where the system can present the condition of each 

house, can provide notifications via web applications and LINE messaging to the head of security and 

homeowners without a long delay. The delivery time from the sensor to the notification to the user is 3 to 4 

seconds because there is a delay that is stored on the web page to refresh for 1 second. For further 

development, it may be possible to add more sender nodes and add more receiver nodes and test their 

reliability. 
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