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E-DOCUMENT AUTENTIFICATION WITH DIGITAL
SIGNATURE MODEL FOR SMART CITY IN INDONESIA
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Abstract

The increasing number of smart cities in Indonesia affected public services.
Important letters such as certificates and permit letters began its development
into digital documents. However, to be approved as a valid document, an
authentication mechanism needs to be inserted in it. This authentication is a
mechanism to replace the written signature, also known as a digital signature
which used to guarantee the authenticity of a digital document when it is used
for various things. This study aimed to provide an implementation model of
digital signature p12 developed by the Indonesian Ministry of Communications
and Information Technology as well as providing an overview of e-document
systems. In addition, the validity of the e-document is authenticated by the
digital signature. This study used a quantitative approach using descriptive
methods, namely conducting a comparative study to compare the phenomena
found and make classifications that sourced from a standard. Experimental
results showed that the p12 digital.

Keywords: Digital signature, E-document, Indonesia, p12, Public services, Smart
city.
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1. Introduction

Smart city is indicated through the effective and efficient management of
resources to solve challenges by innovative, integrated, and sustainable way [1].
A smart city includes six aspects, namely governance, environment, economy,
mobility, people, and living. The final result of the smart city is the creation of
efficiency, sustainability, and quality of life [2, 3]. One of the smart city services
is e-government. E-government represents the utilization of information and
communication technologies (ICT) in the sector of public administration and
politic. Indeed, it may influence political decision making. ICT is expected to
contribute a better services in public sector, improve political participation and
transparency. In short, it will increase efficiency in these sectors [4]. Smart city
governance is about crafting new forms of human collaboration through the use of
ICTs to obtain better outcomes and more open governance processes [5]. E-
Government also provides transparency to maintain the reputation of public
services provided to the community [6]. Electronic documents are part of public
services used to replace paper documents because they have better characteristics
such as more flexible, easy to search, small possibility of missing, saving space,
archiving digitally, easy to transfer documents, improve security, and easy in-data
recovery [7].

However, digital documents required a marker that can guarantee authenticity
like other important paper documents. The digital signature is a solution that can
be attached to a digital document to maintain the authenticity of the document [8].
Digital signatures were made with the help of cryptographic methods, to put the
author's authentication on the document [9, 10]. Three basic things in the digital
signature process are checking signatory authentication, document authentication,
and digital signature verification [11, 12]. Digital signature strength depends on
the cryptographic method used and the key length [13]. Some algorithms were
used in the development of digital signatures such as ElIGamal, Schnorr [14], and
RSA [15]. In maintaining the integrity of electronic documents, cryptographic
algorithms were combined with several message algorithm digest methods such
as MD5, SHA 256, SHA 521, and Base64 [16-18].

The objectives of this study were to provide an overview of the e-document
model in the form of a digital file that has the same validity as a paper document
through authentication of the document with a digital signature, so that paper
documents can be reduced by converting them to digital documents that have
been authenticated with digital signatures shape of a projectile is generally
selected on combined basis.

2. Methods

This study used a quantitative approach using descriptive methods, namely
conducting a comparative study to compare the phenomena found and make
classifications that sourced from a standard. The research started with the
formulation of the problem, data collection (primary and secondary), data
processing and analysis, and integrating system modeling design. Figure 1 shows
the descriptive quantitative method used to develop the model [19].

Journal of Engineering Science and Technology Special Issue 1/2020
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Problem Data processed Sistem Model

Data Collected

Formulated and Analyzed Designed

Fig. 1. Research methods.

3.Results and Discussion

A document is an important work letter and usually signed by a leader or an
authorized official. The sign indicated that the document is authentic and can be
used for any purpose. One of the disadvantages of paper documents is that they
can be easily damaged and lost. Moreover, the attached signatures are easy to
fake. Currently, documents have been made using computer devices called digital
documents or electronic documents (e-documents). The ITE Law in Indonesia has
stated that electronic documents can be used as legitimate documents if there is a
mechanism for signatures that are digital in them.

At this time, the Indonesian Ministry of Communication and Information has
a program in the framework of using national digital signatures through the
Directorate General of Information Applications. Through the National Identity
Verification System (SiVION), the Directorate General of Informatics
Applications provided digital certificates to the applicants which become a
validation for them to use digital signatures in the transactions in the organizer
system of e-document. SiVION provided digital certificates for individuals,
organizations, and servers belonging to the public and the government. The digital
certificate validation appeared immediately in real-time on each Electronic
Certification Operator (PsrE) with a certificate issuer (Root Certification
Authority / Root CA) [20]. SiVION has provided a digital certificate to the
applicant which becomes a validation for them to use digital signatures in
conducting transactions in electronic system organizer systems. Digital
certificates contain a person's signature and identity or the web electronically
which intended to maintain the validity of a document and show the legal status
of the parties in the transaction. SiVION provides digital certificates for
individuals, organizations, and servers that belong to the public and the
government. Digital certificate validation appeared immediately in real-time on
each Electronic Certification Operator (PSrE) with a certificate issuer (Root
Certification Authority or Root CA) [21]. Figure 2 shows the architecture of the
SiVION system.

The developed system model was web-based with site portal concept. The
same validity of the digital document is become the main purpose of e-document.
It is conducted by providing digital documents with a digital certificates. p12
format that is provided by the Indonesian Ministry of Communication and
Information is used for digital signature in e-document. This form acts as a
Certificate Authority (CA), digital certificate, and digital signature in Indonesia.
The p12 Algorithm is a digital signature algorithm developed by the Indonesian
Ministry of Communication and Information Technology using a combination of
RSA Algorithm (Rivest-Shamir-Adleman) and SHA 256 (Secure Hash

Journal of Engineering Science and Technology Special Issue 1/2020
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Algorithm) with a Public Key Length of 4096 bits so that the attackers find it very
difficult to solve. Figure 3 shows the conceptual model of the e-document system.
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Source: Ministry of Communication and Information RI.
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Fig. 3. E-document concept model.

When the e-document system architecture model was integrated, documents in
digital form can be authenticated with digital signatures by the chairperson or
officials. User who need authentication or authenticity checking of digital
documents can visit the e-document system by uploading the digital document
into the system. If the system detected a digital signature in the digital document,
the system checks whether the digital signature is valid or not. If the system stated
that the digital signature is valid, it means that the document is original or there
has been no change since it was signed, but if the system detected that the digital

Journal of Engineering Science and Technology Special Issue 1/2020
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signature in the document is invalid, the document can be categorized as a
falsified document. Figure 4 shows the architecture of the e-document system.
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Fig. 4. Architecture e-document system.

In the e-document system model architecture, users can interact with each
other. Three types of users can use this system, namely the society or citizen, the
authorities or leaders, and system operators. The system interface was provided to
facilitate the needs of each user. Technologies such as web servers, database
servers, and APIs were used to run systems online as a part of the public services.

The implementation involved an example of a digital document that was
legalized with a digital signature inside. The embedded digital signature in the
chairperson section acted as proof that the chairperson legalized the document.
Figur 5 shows a digital document signed with a digital signature.
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IJAZAH

Dibenkan Kepada

Tempat Tanggal Lahir

Nemaor Induk Mahasiswa

Program Pendidikan

Fakultas

Program Stud

Tanggal Lulus

Status

jazah ini diserahkan setelah yang bersangkutan memenuhl semua persyaratan yang ditentukan dan
kepadanya dilimpahkan segala wewenang dan hak yang berhubungan dengan ljazah yang dimilikinya serta
berhak menyandang gelar akademik ..........

Bandung.......coe
DEKAN, REKTOR

Irawan s

Afrianto&™i .
Alif Finandhita , S.Kom, MT, Irawan Afrianto, 5.T, M.T.

Fig. 5. Digital document with the digital signature.
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For original documents, the test results indicated that the digital signature in
the document is valid. It is shown by the notification that the certificate is trusted,
verified, valid as shown by three checklists in Fig. 6. It means the document is
indicated as authentic or original (Fig. 6).

Sertifikat #1
+ Sertifikat terpercaya
" Sertifikat terverifikasi
+ Valid
Serial 2958D377E2C17E77
Validitas 01-06-2016 17:33 - 01-06-2036 17:33
Subject CN=Root Kominfo, O=MCIT Indonesia, C=ID
Issuer CN=Root Kominfo, O=MCIT Indonesia, C=ID
Public Key RSA (4096 bits)
Algoritma TTD SHA256wiIthRSA
SHA-1 Fingerprint 0D:D5:00:99:4B:23:3D:B6:D9:C0:5E:DF:4E:84:82:38:1B:C9:A6:B3

Fig. 6. Valid digital signature confirmation.

Meanwhile, if the contents of the document have changed, the system tells
that the digital signature is no longer valid. The system provided information
about why it is invalid such as the unverified signer's identity, the inexistence of
timestamp, or does not support LTV; Four crosses in Fig. 7 can be interpreted that
the document has gone through a trial of falsification, which indicates that the
document is a falsified document.

X Dokumen Ini Tidak Mendukung LTV.

Ditandatangani oleh Irawan Afrianto

Bandung

Timestamp

Fig. 7. Invalid digital signature confirmation.
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In Fig. 7 is a test result of a digital signature, about the validity and security
system of the digital signature, so that the results of this trial can be used as an
example. In this study also looked at previous research to research the results of
research and comparison with previous research that discusses research [22-24].

4. Conclusion

This research produced a model for e-document systems with digital signatures
where the system has adapted to the needs of the users. Experimental results
showed that the P12 digital signature algorithm was able to provide authentication
to digital documents. Changes made to the document can cause the digital signature
to be invalid. So, an attempt of falsifying the document will fail.
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