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Abstract 

The increasing number of smart cities in Indonesia has an effect on public 

services. This raises the spirit of turning paper documents that are commonly 

used into digital documents. Important letters such as certificates, permit letters 

and so on began to be developed towards digital documents. But to be used as a 
valid document, an authentication mechanism needs to be inserted in it. This 

authentication is a mechanism to replace the signature known as digital signature. 

Digital signature is a mechanism used to guarantee the authenticity of a digital 

document when the document is used for various things.The purpose and 
objective of this study is to provide an overview of e-document systems in the 

form of digital files as documents that have the same validity as paper documents 

through authentication of these documents with digital signatures. The test results 

show that e-document inserted with digital signature can be shown authenticity, 
as well as modified e-documents can be shown that the document is falsified 

document. 

Keywords: E-document, Digital Signature, Public Services, p12, Smart City, 

Indonesia 
 

 

1.  Introduction 

Smart city is a city that can manage all resources effectively and efficiently in 

solving various challenges, using innovative, integrated and sustainable 

solutions[1]. Smart city includes six aspects, namely governance, environment, 

economy, mobility, people, and living. The final result of smart city is the creation 

of efficiency, sustainability and quality of life [2][3]. One part of smart city services 

is e-government. E-government denotes the strategic, co-ordinated  use of 

information and communication  technologies (ICT) in public administration and 

political decision-making. The benefits it is  expected to deliver are greater 

efficiency of the institutions concerned, improvements in  public services, and 

political participation and transparency [4]. Smart city governance is about crafting 

new forms of human collaboration through the use of ICTs to obtain better 

outcomes and more open governance processes[5]. E-Government must also 

provide transparency in order to maintain the reputation of public services provided 

to the community [6] . Electronic documents are part of public services used to 
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replace paper documents because they have characteristics are more flexible, search 

is easier, the possibility of missing is small, save space, archiving digitally, transfer 

documents more easily, improve security and easy in data recovery[7].  

However, digital documents require a marker that can guarantee authenticity 

like other important paper documents. Digital signature is a solution that can be 

attached to a digital document to maintain the authenticity of the document [8]. 

Digital signatures are made with the help of cryptographic methods, with the aim 

of such an ordinary signature that is to put the author's authentication on the 

document [9][10]. Three basic things in the digital signature process are checking 

signatory authentication, document authentication and digital signature 

verification[11][12]. Digital signature strength depends on the cryptographic 

method used and the key length [13]. Some algorithms are used in the development 

of digital signatures such as elgamal, Schnorr [14], and RSA [15]. In order to 

maintain the integrity of electronic documents, cryptographic algorithms are 

combined with several message digest methods such as MD5, SHA 256, SHA 521 

and Base64 [16] [17] [18]. 

The objectives of this study provide an overview of the e-document model in 

the form of a digital file that has the same validity as a paper document through 

authentication of the document with a digital signature, so that paper documents 

can be reduced by converting them to digital documents that have been 

authenticated with digital signatures. 

 

2.  Methods  

The research method used in this study is a quantitative approach using descriptive 

methods, namely conducting a comparative study to compare the phenomena found 

and make classifications that are sourced from a standard. The research starts from 

the formulation of the problem, data collection (primary and secondary), data 

processing and analysis, and system modeling design that will be developed. Figure 

1 shows the descriptive quanitative method used to develop the model [19]. 

 

Fig. 1. Research methods. 

 

 

3. Result and Discussion 

A document is an important work letter and usually signed by a leader or an 

authorized official. The signature indicates that the document is authentic and can 

be used for the purposes of the document. The disadvantages of paper documents 

are that they are easily damaged and lost, and the signatures attached to them are 

easy to fake. Currently documents have been made using computer devices called 

digital documents or electronic documents (e-documents). The ITE Law in 

Indonesia has stated that electronic documents can be used as legitimate documents 

if there is a mechanism for signatures that are digital in them. 
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At this time the Ministry of Communication and Information of Indonesia 

through the Directorate General of Information Applications has a program in the 

framework of using national digital signatures. Through the Online Verification 

System (SiVION), the digital certificate validation will be done immediately (real 

time) on each Electronic Certification Operator (PsrE) with a certificate issuer 

(Root Certification Authority / Root CA) [20]. The National Identity Verification 

System (SiVION) provides a digital certificate to the applicant which becomes a 

validation for him to use digital signatures in conducting transactions in electronic 

system organizer systems. Digital certificates contain a person's signature and 

identity or the web electronically. The aim is to maintain the validity of a document 

and show the legal status of the parties in the transaction [21]. Figure 2 shows the 

arcitecture of SiVION system. 

 

 
 

Fig. 2. The national identity verification system (SiVION) 

The system model that will be developed is web-based with the site portal 

concept. The main function of the e-document system is to produce a digital 

document digitally signed (digital certificates are inserted in it) so that the digital 

document has the same strength as paper documents. The e-document system 

model, there are entities that interact with each other. From the user side, there are 

three users who will later use this system, namely the society/citizen, the 

chairperson/office officer and system operators. The system interface is provided 

to facilitate the needs and functions of each user. Figure 3 shows the concept model 

of e-document system. 
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Fig. 3. E-document concept model. 

The concept model consists of 2 main modules namely, digital document 

requesting and digital document checking. The document request module is used 

to create digital documents as shown in Figure 4., while checking digital documents 

is used to determine the authenticity of the documents, shown in Figure 5.  

 

 

Fig. 4. Flowchart of create e-document. 

 

Fig. 5. Flowchart of cheking autentication e-document. 
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Technologies such as web servers, database servers and APIs are used to run 

systems online, and are connected to the internet as part of the public services that 

will be developed. Digital signatures generated in the e-document system, use the 

.p12 format which officially comes from the Indonesian Ministry of 

Communication and Information which acts as a Certificate Authority (CA) digital 

certificate and digital signature in Indonesia. P12 Algorithm is a digital signature 

algorithm developed by the Ministry of Communication and Information 

Technology Republic of Indonesia, using a combination of RSA Algorithm 

(Rivest-Shamir-Adleman) and SHA 256 (Secure Hash Algorithm). With a Key 

Public Key Length of 4096 bits. The meaning of the key area to look for is 2 4096, 

so that the attackers will find it very difficult to solve. Figure 6 shows the e-

document system architecture.  

 

Fig. 6. Architecture e-document system. 

Implementation carried out involves an example of a digital document that is 

legalized with a digital signature inside. The digital signature is embedded in the 

chairperson section as proof that the document has been legalized from the 

chairperson and the document is saved in the .pdf format. Figure 7 shows a digital 

document that is given a digital signature. 

 

 

Fig. 7. Digital document with digital signature. 
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For original documents (without any changes), the test results indicate that the 

digital signature in the document is valid. It is shown by the notification that the 

certificate is trusted, the certificate is verified and valid signature (three checklist 

in figure 8) , which mean it’s indicated the authenticity of the document. 

 

Fig. 8. Valid digital signature confirmation. 

Meanwhile, if there is a change in the content of the document (such as text 

changes and document crops) , the system will indicate that the digital signature is 

no longer valid. The system will provide information that the document has 

changed, the signer's identity is not verified, the document does not have a time 

stamp and the document does not support LTV (four crosses in figure 9). This can 

be interpreted that the document has undergone a trial of forgery, which indicates 

that the document is a falsified document. 

 

 
 

Fig. 9. Invalid digital signature confirmation. 

 
 

4.  Conclusions 

This research has produced a model for e-document systems with digital signatures 

where the system developed has adapted to the needs of the users. The result of tests 

conducted, has been able to provide authentication to digital documents, changes 

made to the document, causing a digital signature to be invalid and this indicates the 

existence of attempts to falsify the document. In the future, the integration of the 
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system model developed must be able to be implemented with public services 

contained in the smart city perspective. 
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Abstract 

The increasing number of smart cities in Indonesia has an effect on public 

services. This raises the spirit of turning paper documents that are commonly 

used into digital documents. Important letters such as certificates, permit letters 

and so on began to be developed towards digital documents. But to be used as a 
valid document, an authentication mechanism needs to be inserted in it. This 

authentication is a mechanism to replace the signature known as digital signature. 

Digital signature is a mechanism used to guarantee the authenticity of a digital 

document when the document is used for various things.The purpose and 
objective of this study is to provide an overview of e-document systems in the 

form of digital files as documents that have the same validity as paper documents 

through authentication of these documents with digital signatures. The test results 

show that e-document inserted with digital signature can be shown authenticity, 
as well as modified e-documents can be shown that the document is falsified 

document. 

Keywords: E-document, Digital Signature, Public Services, p12, Smart City, 

Indonesia 
 

 

1.  Introduction 

Smart city is a city that can manage all resources effectively and efficiently in 

solving various challenges, using innovative, integrated and sustainable 

solutions[1]. Smart city includes six aspects, namely governance, environment, 

economy, mobility, people, and living. The final result of smart city is the creation 

of efficiency, sustainability and quality of life [2][3]. One part of smart city services 

is e-government. E-government denotes the strategic, co-ordinated  use of 

information and communication  technologies (ICT) in public administration and 

political decision-making. The benefits it is  expected to deliver are greater 

efficiency of the institutions concerned, improvements in  public services, and 

political participation and transparency [4]. Smart city governance is about crafting 

new forms of human collaboration through the use of ICTs to obtain better 

outcomes and more open governance processes[5]. E-Government must also 

provide transparency in order to maintain the reputation of public services provided 

to the community [6] . Electronic documents are part of public services used to 
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replace paper documents because they have characteristics are more flexible, search 

is easier, the possibility of missing is small, save space, archiving digitally, transfer 

documents more easily, improve security and easy in data recovery[7].  

However, digital documents require a marker that can guarantee authenticity 

like other important paper documents. Digital signature is a solution that can be 

attached to a digital document to maintain the authenticity of the document [8]. 

Digital signatures are made with the help of cryptographic methods, with the aim 

of such an ordinary signature that is to put the author's authentication on the 

document [9][10]. Three basic things in the digital signature process are checking 

signatory authentication, document authentication and digital signature 

verification[11][12]. Digital signature strength depends on the cryptographic 

method used and the key length [13]. Some algorithms are used in the development 

of digital signatures such as elgamal, Schnorr [14], and RSA [15]. In order to 

maintain the integrity of electronic documents, cryptographic algorithms are 

combined with several message digest methods such as MD5, SHA 256, SHA 521 

and Base64 [16] [17] [18]. 

The objectives of this study provide an overview of the e-document model in 

the form of a digital file that has the same validity as a paper document through 

authentication of the document with a digital signature, so that paper documents 

can be reduced by converting them to digital documents that have been 

authenticated with digital signatures. 

 

2.  Methods  

The research method used in this study is a quantitative approach using descriptive 

methods, namely conducting a comparative study to compare the phenomena found 

and make classifications that are sourced from a standard. The research starts from 

the formulation of the problem, data collection (primary and secondary), data 

processing and analysis, and system modeling design that will be developed. Figure 

1 shows the descriptive quanitative method used to develop the model [19]. 

 

Fig. 1. Research methods. 

 

 

3. Result and Discussion 

A document is an important work letter and usually signed by a leader or an 

authorized official. The signature indicates that the document is authentic and can 

be used for the purposes of the document. The disadvantages of paper documents 

are that they are easily damaged and lost, and the signatures attached to them are 

easy to fake. Currently documents have been made using computer devices called 

digital documents or electronic documents (e-documents). The ITE Law in 

Indonesia has stated that electronic documents can be used as legitimate documents 

if there is a mechanism for signatures that are digital in them. 
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At this time the Ministry of Communication and Information of Indonesia 

through the Directorate General of Information Applications has a program in the 

framework of using national digital signatures. Through the Online Verification 

System (SiVION), the digital certificate validation will be done immediately (real 

time) on each Electronic Certification Operator (PsrE) with a certificate issuer 

(Root Certification Authority / Root CA) [20]. The National Identity Verification 

System (SiVION) provides a digital certificate to the applicant which becomes a 

validation for him to use digital signatures in conducting transactions in electronic 

system organizer systems. Digital certificates contain a person's signature and 

identity or the web electronically. The aim is to maintain the validity of a document 

and show the legal status of the parties in the transaction [21]. Figure 2 shows the 

arcitecture of SiVION system. 

 

 
 

Fig. 2. The national identity verification system (SiVION) 

The system model that will be developed is web-based with the site portal 

concept. The main function of the e-document system is to produce a digital 

document digitally signed (digital certificates are inserted in it) so that the digital 

document has the same strength as paper documents. The e-document system 

model, there are entities that interact with each other. From the user side, there are 

three users who will later use this system, namely the society/citizen, the 

chairperson/office officer and system operators. The system interface is provided 

to facilitate the needs and functions of each user. Figure 3 shows the concept model 

of e-document system. 
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Fig. 3. E-document concept model. 

The concept model consists of 2 main modules namely, digital document 

requesting and digital document checking. The document request module is used 

to create digital documents as shown in Figure 4., while checking digital documents 

is used to determine the authenticity of the documents, shown in Figure 5.  

 

 

Fig. 4. Flowchart of create e-document. 

 

Fig. 5. Flowchart of cheking autentication e-document. 
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Technologies such as web servers, database servers and APIs are used to run 

systems online, and are connected to the internet as part of the public services that 

will be developed. Digital signatures generated in the e-document system, use the 

.p12 format which officially comes from the Indonesian Ministry of 

Communication and Information which acts as a Certificate Authority (CA) digital 

certificate and digital signature in Indonesia. P12 Algorithm is a digital signature 

algorithm developed by the Ministry of Communication and Information 

Technology Republic of Indonesia, using a combination of RSA Algorithm 

(Rivest-Shamir-Adleman) and SHA 256 (Secure Hash Algorithm). With a Key 

Public Key Length of 4096 bits. The meaning of the key area to look for is 2 4096, 

so that the attackers will find it very difficult to solve. Figure 6 shows the e-

document system architecture.  

 

Fig. 6. Architecture e-document system. 

Implementation carried out involves an example of a digital document that is 

legalized with a digital signature inside. The digital signature is embedded in the 

chairperson section as proof that the document has been legalized from the 

chairperson and the document is saved in the .pdf format. Figure 7 shows a digital 

document that is given a digital signature. 

 

 

Fig. 7. Digital document with digital signature. 
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For original documents (without any changes), the test results indicate that the 

digital signature in the document is valid. It is shown by the notification that the 

certificate is trusted, the certificate is verified and valid signature (three checklist 

in figure 8) , which mean it’s indicated the authenticity of the document. 

 

Fig. 8. Valid digital signature confirmation. 

Meanwhile, if there is a change in the content of the document (such as text 

changes and document crops) , the system will indicate that the digital signature is 

no longer valid. The system will provide information that the document has 

changed, the signer's identity is not verified, the document does not have a time 

stamp and the document does not support LTV (four crosses in figure 9). This can 

be interpreted that the document has undergone a trial of forgery, which indicates 

that the document is a falsified document. 

 

 
 

Fig. 9. Invalid digital signature confirmation. 

 
 

4.  Conclusions 

This research has produced a model for e-document systems with digital signatures 

where the system developed has adapted to the needs of the users. The result of tests 

conducted, has been able to provide authentication to digital documents, changes 

made to the document, causing a digital signature to be invalid and this indicates the 
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existence of attempts to falsify the document. In the future, the integration of the 

system model developed must be able to be implemented with public services 

contained in the smart city perspective. 
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