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COBIT

= (Control Objectives for Information and related Technology
(COBIT) was initially published by the Information Systems
Audit and Control Foundation™ (ISACF™ in 1996, and was
followed by a second edition in 1998.

The third edition, which incorporates all-new material on IT
Governance and Management Guidelines, was issued by the
IT Governance Institute in 2000. COBIT presents an
international and generally accepted IT control framework
enabling organisations to implement an IT Governance
structure throughout the enterprise.

All portions of COBIT, except the Audit Guidelines, are
considered an open standard and may be downloaded on a
complimentary basis from the Information Systems Audit
and Control Association’s web site, www.isaca.org/cobit.htm.
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COBIT FRAMEWORK

Planning and Organisation

Acquisition and Implementation

Delivery and Support
Monitoring

Corresponding to each of the 34 high-level control objectives is an
Audit Guideline to enable the review of IT processes against
COBIT’s 318 recommended detailed control objectives to provide
management assurance and/or advice for improvement.




COBIT FRAMEWORK

= Planning and Organisation

This domain covers strategy and tactics, and concerns the
identification of the way IT can best contribute to the
achievement of the business objectives. Furthermore, the
realisation of the strategic vision needs to be planned,
communicated and managed for different perspectives.
Finally, a proper organisation as well as technological
infrastructure must be put in place
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COBIT FRAMEWORK

= Acquisition and Implementation

To realise the IT strategy, IT solutions need to

be identified, developed or acquired, as well as
implemented and integrated into the

business process. In addition, changes in and maintenance
of existing systems are

covered by this domain to make sure that the lifecycle is
continued for these

systems.




COBIT FRAMEWORK

= Delivery and Support

This domain is concerned with the actual delivery of
required services, which range from traditional operations
over security and continuity aspects to training. In order to
deliver services, the necessary support must be set up. This
domain includes the actual processing of data by
application systems, often classified under application
controls.




COBIT FRAMEWORK

= Monitoring

All I'T processes need to be regularly assessed over time for
their quality and compliance with control requirements.
This domain thus addresses management’s oversight of the
organisation’s control process and independent assurance
provided by internal and external audit or obtained from
alternative sources. Corresponding




THE COBIT CONTROL OBJECTIVES

Control:

the policies, procedures, practices and

organisational structures designed to provide
reasonable assurance that business objectives
will be achieved and that undesired events will
be prevented or detected and corrected




THE COBIT CONTROL OBJECTIVES

= IT Control Objective :

a statement of the desired result or purpose to

be achieved by implementing control
procedures in a particular I'T activity




THE COBIT CONTROL OBJECTIVES

= Principle in COBIT:

* Quality requirements — Quality, Cost,
Delivery

* Fiduciary requirements (COSO Report) —
Effectiveness and Efficiency of operations;
Reliability of Information; Compliance with laws
and regul)e]\tions

* Security requirements — Confidentiality;
Integrity; Availability




COBIT’s Working Definition

= Effectiveness deals with information being
relevant and pertinent to the business process
as well as being delivered in a timely, correct,
consistent and usable manner.

Efficiency concerns the provision of
information through the optimal (most
productive and economical) use of resources.

Confidentiality concerns the protection of
sensitive information from unauthorised
disclosure.




COBIT’s Working Definition

= [ntegrity relates to the accuracy and completeness of
information as well as to its validity in accordance
with business values and expectations.

= Availability relates to information being available
when required by the business process now and in the
future. It also concerns the safeguarding of necessary
resources and associated capabilities.

Compliance deals with complying with those laws,
regulations and contractual arrangements to which
the business process is subject, i.e., externally
imposed business criteria




COBIT’s Working Definition

= Reliability of Information relates to the
provision of appropriate information for
management to operate the entity and for
management to exercise its financial and
compliance reporting responsibilities.




IT resources identified in COBIT

Data are ob{'ects in their widest sense (i.e., external
and internal), structured and non-structured,
graphics, sound, etc.

Application Systems are understood to be the sum
of manual and programmed procedures.

Technology covers hardware, operating systems,
database management systems, networking,
multimedia, etc.

Facilities are all the resources to house and support
information systems.

People include staft skills, awareness and productivity
to plan, organise, acquire, deliver, support and
monitor information systems and services




COBIT’s Management Guidelines

Performance measurement — What are the
indicators of good performance? (KGI KPI)

[T control profiling — What’s important?
What are the critical success factors for
control?

Awareness — What are the risks of not
achieving our objectives?

Benchmarking — What do others do? How
do we measure and compare?




Maturity Level

o Non-existent. Complete lack of any recognisable processes. The
organisation has not even recognised that there is an issue to be

addressed.

1 Initial. There is evidence that the organisation has recognised that
the issues exist and need to be addressed. There are no
standardised processes but instead there are ad hoc approaches
that tend to be applied on an individual or case-bycase basis. The
overall approach to management is disorganised.

2 Repeatable. Processes have developed to the stage where similar
procedures are followed by different people undertaking the same
task. There is no formal training or communication of standard
Erocedures and responsibility is left to the individual. There is a

igh degree of reliance on the knowledge of individuals and
therefore errors are likely.




Maturity Level

3 Defined. Procedures have been standardised and documented, and
communicated through training. It is, however, left to the individual to
follow these processes, and it is unlikely that deviations will be detected.
The procedures themselves are not sopi,\isticated but are the formalisation
of existing practices.

4 Managed. It is possible to monitor and measure compliance with

procedures and to take action where processes appear not to be working
effectively. Processes are under constant improvement and provide good
practice. Automation and tools are used in a limited or fragmented way.

5 Optimised. Processes have been refined to a level of best practice,

based on the results of continuous improvement and maturity modelling
with other organisations. IT is used in an integrated way to automate the
workflow, providing tools to improve quality and effectiveness, making the
enterprise quick to adapt.



Critical Success Factors

Applying to IT in General

IT processes are defined and aligned with the IT strategy and
the business goals.

The customers of the process and their expectations are
known.

Processes are scalable and their resources are appropriately
managed and leveraged.

The required quality of staff (training, transfer of
information, morale, etc.) and availability of skills (recruit,
retain, retrain) exist.

IT performance is measured in financial terms, in relation to
customer satisfaction, for process effectiveness and for future
capability. IT management is rewarded based on these
measures.

A continuous quality improvement effort is applied.




Critical Success Factors

Applying to Most IT Processes

All process stakeholders (users, management, etc.) are aware of the risks,
of the importance of IT and the opportunities it can offer, and provide
strong commitment and support.

Goals and objectives are communicated across all disciplines and
understood; it is known how processes implement and monitor objectives,
and who is accountable for process performance.

People are goal-focused and have the right information on customers, on
internal processes and on the consequences of their decisions.

A business culture is established, encouraging cross-divisional co-
operation, teamwork and continuous process improvement.

There is integration and alignment of major processes, e.g., change,
problem and configuration management.

Control practices are applied to increase efficient and optimal use of
resources and improve the effectiveness of processes




Critical Success Factors

Applying to IT Governance

= Control practices are applied to increase transparency,
reduce complexity, promote learning, provide
flexibility and scalability, and avoid breakdowns in
internal control and oversight.

Practices that enable sound oversight are applied: a

control environment and culture; a code of conduct;
risk assessment as a standard practice; self-
assessments; formal compliance on adherence to
established standards; monitoring and follow-up of
control deficiencies and risk

IT Governance is recognised and defined, and its
activities are integrated into the enterprise governance
process, givingg clear direction for IT strategy, a risk
management framework, a system of controls and a
security policy.




Critical Success Factors

Applying to IT Governance

= [T Governance focuses on major IT projects,
change initiatives and quality efforts, with
awareness of major IT processes, the
responsibilities and the required resources and

capabilities.

= An audit committee is established to appoint and
oversee an independent auditor, drive the IT audit
plan and review the results of audits and third
party opinions




Critical Success Factors in Summary

Essential enablers focused on the process or
supporting environment

A thing or a condition that is required to increase the
probability of success of the process

Observable — usually measurable — characteristics
of the organisation and process

Either strategic, technological, organisational or
procedural in nature

Focused on obtaining, maintaining and leveraging
capability and skills

Expressed in terms of the process, not necessarily the
business




Key Goal Indicator

A key goal indicator, representing the process goal, is a measure
of what has to be accomplished. It is a measurable indicator of
the process achieving its goals, often defined as a target to
achieve. By comparison, a key performance indicator is a
measure of how well the process is performing.

The goal for IT can then be expressed as delivering the
information that the business needs in line with these criteria.
These

Key goal indicators are lag indicators, as they can be measured
only after the fact, as opposed to key performance indicators,
which are lead indicators, giving an indication of success before
the fact.

Key goal indicators should be measurable as a number or
percentage.




Key Goal Indicator

How are business and IT goals and measures linked?

Availability of systems and services
Absence of integrity and confidentiality risks
Cost-efticiency of processes and operations

Confirmation of reliability, effectiveness and compliance




Key Goal Indicator In Summary

A representation of the process goal, i.e., a measure of
what, or a target to achieve

The description of the outcome of the process and
therefore lag indicators, i.e., measurable after the fact

Immediate indicators of the successful completion of the
process or indirect indicators of the value the process
delivered to the business

for this process




Key Goal Indicator In Summary

Possibly descriptions of a measure of the impact of not
reaching the process goal

Focused on the customer and financial dimensions of the
Balanced Business Scorecard

[T-oriented but business-driven
Expressed in precise, measurable terms wherever possible

Focused on those information criteria that have been
identified as most important




Key Performance Indicators

= Key performance indicators are measures that tell
management that an IT process is achieving its business
requirements by monitoring the performance of the
enablers of that I'T process.

Building on Balanced Business Scorecard principles, the
relationship between key performance indicators and key
goal indicators is as follows:

key performance indicators are short, focused and
measurable indicators of performance of the enabling
factors of the IT processes, indicating how well the process
enables the goal to be reached. While key goal indicators
focus on what, the key performance indicators are
concerned with how.




Key Performance Indicators

= While key goal indicators are business-driven, key
performance indicators are process-oriented and often
express how well the processes and the organisation
leverage and manage the needed resources




Key Performance Indicators

Applying to IT in General

= Reduced cycle times (i.e., responsiveness of IT production
and development)

= Increased quality and innovation

= Utilisation of communications bandwidth and computing
power

= Service availability and response times




Key Performance Indicators

Applying to most IT Processes

= Improved cost-efficiency of the process (cost vs.
deliverables)

= Staff productivity (number of deliverables) and morale
(survey)

= Amount of errors and rework




Key Performance Indicators

Applying to IT Governance

= Benchmark comparisons

= Number of non-compliance reportings




Key Performance Indicators in Summary

Are measures of how well the process is performing

Predict the probability of success or failure in the future,
i.e., are lead indicators

Are process-oriented, but IT-driven

Focus on the process and learning dimensions of the
Balanced Business Scorecard

Are expressed in precisely measurable terms

Help in improving the IT process when measured and
acted upon

Focus on those resources identified as the most important
for this process




I ()L) Planning & Organisation
.+ 4 A=sess Risks

HiGgH-LEVEL CoNTROL OBIECTIVE

Aisiion &
Implementation

Control over the IT process of

assasging risks

that satisfies the business requirement

of supporing management decisions through achieving 1T objectives
and responding to threats by reducing complexity, increasing
objectivity and identifying imponant decision factors

is emabled by

the organisation engaging itsall in 17T risk-identificati on and
impact analysis, invelving multi-disciplinary functions and taking
cost-effective measures o mitigate risks

and takes into consideration

risk managanent ownership and accountability

different kinds of 1T risks ( echnology, security, continuity,
regulatory, elc.)

defined and communicated risk tolerance profile

root canse analyses and risk brainstorming sessions
quantitative and/or qualitative risk measurement

risk assessment methodology

risk action plan

timly reassessment

rr"’ r.-" r/ r/ rr"’
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DETAILED CONTROL OBIECTIVES

As

Business Risk Assessment

Canrrar Qriscrive

Management should establish a systematic risk
assegsmant frmmework. Such a framework should
incorporate a regular assessment of the relevant
infonmation risks to the achievement of the busi-
niss objoctives, fomming a basis for determining
howw thie risks should be managed to an accept-
able level. The process should provide for risk
assggsmants at both the global level and system
spacific level, for new projects as well as on a
recurring hasis, and with cross-disciplinary par-
ticipation. Management should ensure that
reassassmants ocour and that risk assessment
information is updated with results of audits,
inspections and identified incidents.

55 RIsKs

Risk Assessment Approach

ConTrar QricTive

Management should establish a general risk
assggsmant approach which defines the scope
anid boundaries, the methodology to be adopted
for risk assessments, the responsibilities and the
required skills. Management should lead the
identificati on of the risk miti gation solution and
b involved in identifying valnerahilities.
Security specialists should lead threat identifica-
tiem and IT specialisis should drive the control
selaction. The quality of the risk assessments
should b ensuned by a stnictured method and
skilled risk assessors,

Risk Identification
Covrrar, Qs

Thiz risk assessment approach should fecus on
the examination of the essential elements of risk
and the cause’affect relationship batwsan tham.
The essential elements of risk include tangibla
and intangihle assets, asset value, threats, valner-
ahilities, safeguards, consequences and likeli-
hood of threat.  The risk identification process
should include qualitative and, where appropri-

94

aba, quantitative risk ranking and should obtain
input from management brinstonming, strategic
planning, past audits and other assessmants. The
risk assessment should consider business, regula-
tary, legal, bechnology, trading pariner and
human resources risks.

Risk Measurement

CavTior Qensrive

The risk assessment approach shoul d ensure that
thie analysis of risk identification information
results in g quantitative and‘or qualitative mea-
suremat of risk o which the examinad anea is
exposad. The risk acceptance capacity of the
arganisation should also be assessad.

Risk Action Plan

Canriar QEnscTive

Thi risgk assessmant approach should provide for
thie definition of a risk action plan to ensure that
cost-effective controls and security measures
mitigate exposure 1o risks on a continuing basis.
The risk action plan should identify the risk sirat-
gy in temms of risk avoidance, mitigation or
acceplance

Risk Aceeptance
I o,
The risk assessment approach should ensure the

formal acceptance of the residual risk, depending
on risk identification and measurement, crganisa-
tional policy, uncerainty incorporated in the risk
assgssment approach itsell and the cost effective-
ness of implanenting safeguards and controls.
Thi residual risk should be offsat with adequata
insurance covermge, contractually negotiated lia-
hilities and self-insurance.

corined an next page

VERMNANCE
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()L) Planning & Organisation
&4 Assess Risks

DETAILED CoNTROL OBIECTIVES cortinted

Safepuard Selection

ConTne O TVE

Whil aiming for a reasonable, appropriate and
proportional system of controls and safeguards,
controls with the highest reburn on imvestment
(RO and these that provide quick wins should
recaive first priority. The control system also
neads o balance prevention, detection, comection
and recovary measures. Furthenmore, manage-
ment nezds o communicate the purpose of the
control measures, manage conflicting measunes
and monitor the continuing effectiveness of all
control measures.

Risk Assessment Commilment

Covrrar Qs

Management should encourage risk assessment
as an important tool in providing infenmation in
thiz design and implemeniation of internal con-
trals, in the definition of the 1T sirategic plan and
in the monitoring and evaluation mechanisms.

IT Goverwawce InsTITUTE




[)q:’ Delivery & Support
kSt Ensure Systems Security

HicH-LEVEL CoNTROL OBIECTIVE

Planning &
Organsgtion

Aopistion B
Implemertztion

Control aver the IT process of

ensuring systems security

that satisfies the business requirement

to safizguard information against unauthorised use, disclosume or
modification, damage or loss

is emabled by

logical access controls which ensure that access 1o systems, data and
programmes is restricted o authorizsed users

and takes into consideration

confidentinlity and privacy requirements
authorisation, authentication and access contral
usar identification and anthorisation profiles
need-lo-have and nead-lo-know
cryptographic key management

incident handling, reporting and follow-up
virus pravention and daection

firewall=s

ceniralised security administration

usar training

toals for monitoring complianee,

intrusion testing and reporting

r/ r/ rf"' rul" r/
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DETAILED CONTROL OBIECTIVES

ENSURE SYSTEMS SECURITY

Manage Security Measures
ConThar QT
IT security should be managed such that security
meazures are in ling with business requirement s,
Thiz includes:
* Translating risk assessment information to the
IT security plans
Implamenting the 1T security plan
Updating the I'T security plan to reflact
changes in the IT configumation

Aussgssing the impact of change requests on 1T

saCUrity

Momitoring the implementation of the 1T
sacurity plan

Aligning 1T security procedures 1o other
policies and procedures

Identification, Authentication and Access
ConTrar QricTive

The logical access to and vuse of [T computing
resources should be restricted by the implemen-
tation of adequate identification, authentication
and authorisation machanisms, linking usars and
resources with access miles. Such mechanisms
should prevent unauthorised personnel, dial-up
connections and other system {network) eniry
pons from accessing computer resources and
minimizz the nead for authorised users to use
multiple sign-cms, Procedures should also bain
place to keep authentication and access mecha-
nizms effactive (e.g.. regular password changes).

Security of Online Access to Data

Covrnar (s

Inan online I'T environment, 1T management
should implement procedures in line with tha
socurity policy that provides access security con-
trol basad on the individoal’s demonsirated nesd
to wiew, add, change or delete data.

54

User Account Management

Canriar QEnscTive

Management should establish procedures to
ensure imely action relating to requesting, estab-
lishing, issuing, suspending and closing of user
accounts. A fommal approval procedure outlining
thi data or gystem owner granting the access
privileges should be included. The security of
third-party access should be defined contractual-
Iy and address administration and non-disclosure
requirements. Outsourcing arrangements should
address the risks, security controls and proce-
durzs for infommation systems and networks in
the contract between the parties.

Manarement Review of User Accounts
CavTior Qensrive

Management should have a control process in
place to review and confinm access rights period-
ically. Periodic comparison of resources with
recorded accouniahility should be made o help
reduce tha risk of errors, fraud, misuse or unau-
thorized alteration.

User Control of User Aceaunts

CanTiar CrscTIve

lsers should systematically control the activity
ol their proper account( s}, Alse infommation
miechanizms should be in place 1o allow than to
ovierses nommal activity as well as to be alerted to
unusual activity in a timely manner.

Security Surveillance

Canmrar Qanscrive

IT security administration should ensure that
sacurity activity is logged and any indication of
imminent security vielation is repored immadi-
atzly to all who may be concemed, intermally and
extarnally, and is acted upon in a timely manner.

conlimed on rexl age
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DS5

Delivery & Support
Ensure Systems Sacurity

DETalLED ConTROL OBIECTIVES continued

Idata Classilication

ConTiar, CrEcTIve

Management should implement procedures to
ensure that all data are classified in temms of sen-
sitivity by a formal and explicit decision by the
data owner according o the data classification
scheme. Even data neading “no protection”™
should require a fommal decizsion o be so desig-
nated. Onwners should determing disposition and
sharing of data, as well as whether and when
programs and files are to be maintained, archived
or deleted.  Evidence of owner approval and
data disposition should be maintained. Policies
should be defined to support reclassification of
infommation, basad on changing sensitivities.
Thi claszification schame should include criteria
for managing exchanges of infommation hetween
orpanisations, addressing both security and com-
pliance with relevant legislation.

Central Identification and Aceess Rights
Managemeni

ConTiar, CrEcTIve

Controls are in place to ensure that the identifica-
tion and access rights of users as well as the
identity of system and data ownership are estab-
lishd and managed in a unique and central man-
ner to obiain consistency and efficiency of glohal
acoess contral,

Violation and Security Activity Reporis

IVE
IT sacurity administration should ensure that vio-
lation and security activity is logged, reported,
reviewad and appropriately escalated on a regu-
lar basis to identify and resolve incidents involv-
ing unauthorized activity. The logical access to
thie computer resources aceouniability infonma-
tion {security and other logs) should be granted
tased upon the principle of least privilege, or
need-lo-knomg.

5.1

51

-

Imcident Handling

Conmwar, DT

Mamagement should establish a computer security
incident handling capability to address sacurity
incidents by providing a centralised platfonm with
snfficient expertise and equipped with rmpid and
sactre communication facilities. Incident manage-
mint responsibilities and procedunes should ba
estahlishad o ensure an appropriate, elffective and
timely response to security incidents.

Reacereditation

Cavmwar, (e

Management should ensure that reacereditation
of seourity (e.g.. through “tiger teams™} is period-
ically performed to keep up-to-date the formally
approved security level and the acceptance of
residual risk.

Counterparty Trust

Conmwar, DT

Orrganisational policy should ensure that control
practices are implemented o verify the authen-
ticity of the counterparty providing electronic
instructions or transactions. This can be imple-
mentad through trosted exchange of passwords,
lokens or cryptogmphic koys.

Transaction Authorisation

Conmrar, DT

Orrganisational policy should ensure that, where
approprigbe, controls are implementad to provide
authenticity of transactions and establizh tha
validity of a user’s claimed identity to the sys-
term. This requires use of cryplographic tech-
nigues for signing and verifying iransactions

IT GovErvARCE

InsTrTUTE




DS5

Delivery & Support
Ensure Systems Sacurity

DETalLED ConTROL OBIECTIVES continued
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nated. Onwners should determing disposition and
sharing of data, as well as whether and when
programs and files are to be maintained, archived
or deleted.  Evidence of owner approval and
data disposition should be maintained. Policies
should be defined to support reclassification of
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Thi claszification schame should include criteria
for managing exchanges of infommation hetween
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identity of system and data ownership are estab-
lishd and managed in a unique and central man-
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Violation and Security Activity Reporis

IVE
IT sacurity administration should ensure that vio-
lation and security activity is logged, reported,
reviewad and appropriately escalated on a regu-
lar basis to identify and resolve incidents involv-
ing unauthorized activity. The logical access to
thie computer resources aceouniability infonma-
tion {security and other logs) should be granted
tased upon the principle of least privilege, or
need-lo-knomg.
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-

Imcident Handling

Conmwar, DT

Mamagement should establish a computer security
incident handling capability to address sacurity
incidents by providing a centralised platfonm with
snfficient expertise and equipped with rmpid and
sactre communication facilities. Incident manage-
mint responsibilities and procedunes should ba
estahlishad o ensure an appropriate, elffective and
timely response to security incidents.

Reacereditation

Cavmwar, (e

Management should ensure that reacereditation
of seourity (e.g.. through “tiger teams™} is period-
ically performed to keep up-to-date the formally
approved security level and the acceptance of
residual risk.

Counterparty Trust

Conmwar, DT

Orrganisational policy should ensure that control
practices are implemented o verify the authen-
ticity of the counterparty providing electronic
instructions or transactions. This can be imple-
mentad through trosted exchange of passwords,
lokens or cryptogmphic koys.

Transaction Authorisation

Conmrar, DT

Orrganisational policy should ensure that, where
approprigbe, controls are implementad to provide
authenticity of transactions and establizh tha
validity of a user’s claimed identity to the sys-
term. This requires use of cryplographic tech-
nigues for signing and verifying iransactions

IT GovErvARCE
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Non-Repudiation

. T IE

tional policy should ensure that, where
appropriate, transactions cannot be denied by
gither pary, and controls are implement ad to
prowide non-repudiation of origin or receipt,
proot of submission, and receipt of ransactions.
This can be implemantad through digital signa-
tures, time stamping and trusted third-parties,
with appropriate policies that take into account
relevant regulatory requirements.

Trusted Path

CanTiar nscrIve

Orpanisational policy should ensure that sensi-
tive transaction data is only exchanged over a
trusted path. Sensitive infommation includes secu-
ity management information, sensitive transac-
tion data, passwords and cryptographic kays. Ta

achieve this, trusted channels may nead 1o ba
established using encryption bebw een users,
hatwaen users and systams, and babween sys-
lems.

Protection of Security Funclions

CanTiar CrscTIve

All security related hardwane and soltware should
at all times be protected agains ampering to
maintain their integrity and against disclosure of
sacret kays, In addition, organisations should
kaep a low profile about their security design,
but should not base their security on the design
heing secrat.

Cryptographic Key Management

Canmrar Qamscrive

Management should define and implement pro-
cadures and protocols to ba used for genemtion,
change, revecation, destmiction, distribution, cer-
tification, storage. eniry, use and archiving of
eryptographic keys to ensune the protection of
keys against mesdification and unauthorised dis-

closure If a key is compromisad, management
should ensure this information is propagated io
any interestad party through the use of
Certificale Revocation Lists or similar mecha-
nisms.

Malicious Software Prevenlion, Detection and
Correction

Canmnar QErEcTIvE

Regarding malici ous software, such as compuier
viruses or trojan horses, management should
astablish a framework of adequate preventative,
detective and comective conirol measures, and
occumence response and reporting.  Business
and I'T management should ensure that proce-
dures are established across the srganisation o
profect information systems and technology from
computer vimses  Procedures should incorporate
virus profaction, detection, ooeumence esponsa
and reporting.

Firewall Architectures and Connections with
Fublic Networks

ConTiar, QEnEcTTvE

If connection to the Intemet or other public net-
wirks exists, adequate firewalls should be opera-
tive to protect against denial of services and any
unauthorised access to the intemal resources;
shomld control any application and infrastructure
management flows in both diredions; and should
proiect against denial of service atiac

Frotection of Electronic Value

Canrror (RiEcTrvE

Management should protect the continued
integrity of all cards or similar physical
mechanizms used for authentication or storage of
financial or other sensitive infomation, aking
into conzidearation the related facilities, devices,
amployees and validation mathods used.

IT Gavermawce

IvstiTUTE




Planning & Organisation

PO1

Control sver the [T process Define a Strategic IT Plan with the
business goal of si wm balance of Information
siness requireme s ar well as

ensuring i fivther accomplishoent

ensures delivery of information to the business that addresses the
required Information Critera and is measared by
Ky Goal Indicators

is enahled by a s

Term @ans show ] fer eqperaiional
ans seiting clear and corcrede shartderm poals

considers Critical Success Factors that leverage
specific IT Resounces and is measured by
Kizy Parfonmance Indicatars

Critical Success Factors

* The planning process provides for a prioritisation scheme For the
biginess objactives and quantifies, whare possible, the business
requiremants

= Managemant buy-in and support is enablad by a documented
methesdology for the 1T siratagy development, the support of
validated data and a structured, transparent decision-making
proscass

* The IT siratepic plan clearly siates a sk pesition, such as
leading edge or road-tested, innovator or Follower, and the
rexuired halanee between time-to-nwarket, cost of cwnership and
sarvice quality

= Adl assumiptions of the strategic plan have been challenged and
tested

* The processes, savices and functions neadied for the outeome
are defingd, but are flexible and changeable, with a trarsparent
change comtro] process

= A reality check of the strategy by a third party has been
corkductad o inerease objectivity and is repeated at appropriata
tirmies

= IT strategic planning is translatad into roadmaps and migration
siralegies

Define a Strategic Information Technalogy Plan

IT Resmurces
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Key Goal Indicators

* Percent of 1T and business strategic plans that
are alignid and cascadad into long- and short-
range plans leading to individual responsibilities

* Parcent of business units that hava clear,
urklerstood and current T capahilities

* Managemant survey determines clear link
betwem responsibilities and the basiness and 1T
sirafegic goals

* Parcent of business units using strategic
technology covered in the 1T strategic plan

* Parcant of 1T budget championed by businass,
OWIETE

= Acceptable and reasonahle mumber of
ouistanding IT projects

Key Performance Indicators

= Currency of 1T capabilities assessment (numbser
ol months since last update)

= Ape of 1T strategic plan (number of months
since last update)

* Parcent of participant satisfaction with tha IT
sirafegic planning precess

* Time lag betwean change in the 1T strategic
plans anid changes to operating plans

* Index o participants involvd in strategic 1T
plan development, based on size of affort, mtio
afinvolvement of business owners io 1T stafl
and mumber of key participants

* Index ol gquality of the plan, including timelines
ol development affort, adherence o structurad
approach and complabeness of plan

IT Gaversawce
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PO1 Maturity Model

Control over the [T process Define a Strategic IT Plan with
th business goal of steifieg an apimum badaee of
formation fechrmology apporiiites and TT st ess
reqelrememy ay well as ensuring is farther accomplishme i

0  Noneexistent 1T strategic planning is not performed.
There is niv management awaraess that 1T sratepic
planning is neaded to suppart business goals.

Initial/ Ad Hoc The nsad for [T strategic planning is
kniwn by IT management, bat there is no simciured
decision process in place. 17T strategic planning is
perfonmed on an as needed basis in respomse to a specilic
busingss requirement and resulis are therefone sporadic
and inconsistent. 1T sirategic planning is cccasionally
discussed at 1T managemant meatings, but not at
husiness management meetings.  The alignment of
business requirements, applications and technology takes
place reactively, driven by vendor elferings, rather than
by an organisation-wida strategy.  Tha sirtagic risk
position is identified infommalty on a projeci-bry-project
basis,

Repeatable but Intuitive 1T smatepic planming is
unidarstood by IT maraeaneant, but is not documented.
IT strategic planning is performad by [T management,
but only shared with business memagemeant on an as
neaded hasis. Updating of the IT sirabegic plan eccurs
only in response 1o requests by management and there is
no proactive process for identifying those TT and
husingss developments that require updates o the plan.
Strategic docisions are driven o0 a project-by-projact
basis, without consistency with an overall organisation
strategy.  The risks and user benafiis of major strategic
decisioms are being recognised, but their de finition is
intuitive.

Defined Process A policy defines when and how to
parfonmn 1T stratepic planning. [T sirategic planning
follows a stimictured approach, which is decumentad and
kniwm toall stall. The IT planming process is reasomably
sonnd and emsures that appropriate planning is likely o
b performiad.  However, discretion is given to individual
maragas with respact o implemantation of the process
and there are no procedures to examine the process on a

repular basis. The overall 1T siratepy inclodes a
consistent definition of rizks that the arganisation is
willing to fake as an innovator or follower, The IT
financial, bachnical and homan resoorces sirlegies
increasingely drive the acquisition of new procducts and
technologies.

Managed and Measurable [T strategic planning is
standard practice and exceptions would be noticed by
maraganant. [T strategic planning is a defined
maraganant fimction with senicr level responsibilities.
With respect o the 1T stmlegic planning process,
maraganant is ablke o monitor it, nake informead
decisions hasad on it and measare its effectiveness. Both
shirt-ranee and long-range 1T plnning oceurs and is
cascaded down into the organisation, with updates dona
asneaded. The IT strategy and organisation-wida
sbrategy are increasingly bacoming more coordinatad by
aildressing business processes and value-addead
capahilities and by leveraping the use of applications and
technologies through hsiness process re-enginesring.
Thare is a well-definad process for balancing the internal

and external resources required in system development
and opaations. Benchmarking against ind ustry norms
and competitors is becoming increasingly Formalised.

Optimised 17T stratepic planning is & documented, living
process, is continuously considerad in business, goal
satting and resulis in discemable business valie through
imvestments in [T, Risk and value added considerations
are continueusly updatad in the IT srategic planning
process, There isan 1T stategic planning finction that is
integral to the business planning fimction. Realistic
lemg-range [T plas are developad and constantly being
upilated to reflect changing echnology and business-
relabed developments. Short-range [T plans contain
project sk milesiones and deliverables, which are
continuously monitorad and updated, as changes ocour
Benchrmarking against well-undarstood and reliable
industry noms is a well-delined precess and is infegratad
with the sirategy Formulation process. The [T
arganisation identifies and leverages new tachnology
developments o drive the creation of new bosiness
capahilities and improve the competitive advaniage of
the organisation.

IT Govermance
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P()L) Planning & Organisation
&4 hssess Risks

Control evar the [T process Assess Risks with the business goal of

ansures delivery of information to the business that addresses the
required Information Critera and is measared by
Kizy Goal Indicators

malysls, fvolvieg m
faking cosf-ef

considers Critical Success Factors that leverage
spacific IT Resources and is measurad by
Kizy Parfonmance Indicators

Critical Success Factors

* There are clearly delined roles and responsihilifies for risk
managemant cwnership and memagemeant accountability

= A policy is established to define risk limits and risk olaance

* The nsk assessment is performead by maiching vulnaabilities,
threats and the vahe of data

= Siructured sk information is maintained, fd by incident
reporting

* Responsihilities and procedures For delining, agresing on and
firkding risk management improvements exist

* Focus of the sssessment is primarily on real threats and less on
theoretical ones

* Brainstonming sessions and rood canse analyses leading to risk
ilentification and mitigation are routinely performed

= A reality check of the strategy is conducted by a thind party to
incressa ohjectivity and is repeated at appropriaba times

IT REsournces
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Key Goal Indicators

* Increased deproe of awarenass of the nead for
risk mssessments

* Decreased mumber of incidents causad by risks
identified after the act

* Increased number of identified nsks that have
heen sufficiently mitigated

* Increasad number of IT processes that hava
formal decumentad risk assessments compleiad

= Appropriate pacent or mumber of cost elfective
risk msessment measures

Key Performance Indicators

= Mumbser of risk memagement meatings and
workshops

* Numbser of risk mamagement improvement
privjects

* Numbsr of improvements to the risk assessment
process

* Level of funding allecated o risk management
privjects

* Mumber and frequency of updates o published
risk limits and policies

= Mumber and frequency of nsk monitoring
reporis

* Mumber of personnel trained in risk
managemant methodology

IT Gaversance
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POS Maturity Model

Comtrol over the 1T process Assess Risks with the business
poal of syppearting managemend decisfors |r achieving 1T
alfectives and respowd!ng fo threals by redicing complexidy,
increasing obfectivily and idenifivme imperian! decivion
fictors

0 Norexistent Risk assessment for processes and
husiness docisions does not occur,. The organisation dises
not comsider the business impacts associated with
seeunity vilnembilities and with development prvject
uncertainties. Risk management has not been identifiad
as relevant o acguiring IT selutions and delivering 1T
SETVices,

Initial/ Ad Hoc The organisation is aware of its lagal
anid contractual responsibilities and liahilities, bat
considers IT rizks in an ad hec manner, without
following defined processes or policies. Infommal
assesEmanls of project risk ke place as determingd by
ench projact.  Risk assessments are not likely 1o be

identi fied specifically within a project plan or to ba
assignad to specific managers involvad in the project. 1T
maraganant desss not specily responsihility for nsk
maragamant in job descriptions of other informal means.
Spacific IT-related risks such as security, availability and
intesgrity are ccessionally considered on a project-by-
project basis. TT-related risks affacting day-to-day
operations are infrequently discussad al management
meetings. Where risks have been considarad, mitigation
is incormsiskent,

Repeatable buk Intuitive There is an anereing
unierstanding that 1T risks are imporiant and need to ba
considered. Some approach to risk assessment exists, bt
the process is sill immaiure and developing. The
assassmant is usually ata high-level and is typically
applied snly to major prjects. The assessment of on-
oing opaations deperds mainly on [T managers raising
it as an agenda itern, which often anly happems when
problems ocour. [T managemant bas not generally
definad procedures or job descriptions dealing with risk
maraganant.

Defined Process An orpanisation-wide nisk
maraganent policy defines when and how to conduet
sk assesaments, Risk assessmeant follows a defined
process that is documentad and available to all staff
throvgh trining.  Decisions o follow the progess and to
recaive training are lelt to the individual's discretion.
The methodology is convineing and sound, and ensures
that key risks to the husiness are likely 1o be identifizd.
Dicisions to [ollow the process are left o individual 1T
maragas and thare is no procedure o ensure that all
projects are covered or that the cngoing eperation is
exarmingd For nsk on a regular basis,

Managed and Measurable The assessment of risk isa
standard precedure and exceptions to following the
procedure would be noticed by IT management. [t is
likely that IT nsk management is a defined management
Tunction with semior level responsibility. The process is
ailvanced and risk is assessad at the individual projact
level ard also regularly with regard to the overall 1T
operation. Management is advised on changes in the 1T
enviranment which could sigmificantly altact tha risk
scenarios, such as an increasad threat from tha network
ar lechnical trends that affect the soundness of the [T
shrategy. Management is abla to monitor the risk position
and make informed decisions reparding the exposure it is
willing to accepl. Sanior managament and 1T
maraganent have detemingd the levels of risk that the
organisation will tolerate and have siandard measures for
risk/retum ratios. Managament budgets for operational
risk management projects o reassess risks on a regular
baziz. A risk managemant databasa is establishad.

Optimised Risk assessment has developed to the stape
where a stmiciured, organization-wide process is
enforced, followad repularly and well managad. Risk
brainstorming and rost cause analysis, imvolving exper
individuals, are appliad across the entire organization.
The capturing, anatysis and reporting of sk
marsganent data are highly autonmted. Guidance is
drawn from leaders in the field and the IT orpanisation
takes part in pear groups to exchange experiences. Risk
maraganent is imily infegrated into all basiness and 1T
operations, is well accepted and extensively involves the
usars of IT sarvices,

IT GaveErRNARCE
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PO (g & rgmisaior

Control over the [T process Manage Projects with the business goal
l.l|..'lL'|'|'|'|'|"'.¢' IIJ':"I riftes andd el i ama wilh M

ensures delivery of information to the business that addresses the
required Information Critenia and is measared by
Ky Goal Indicators

Jow each pro

considers Critical Success Factors that leverage
spacific IT Resounces and is measurad by
Ky Parfonmence Indicators

itical Success Factors

* Expariencad and skilled priect managers are availabla

= A accepled and standard programime managemant process is in
placa

* There is senior memagemeant sponsorship of prjects, and
stakeholdars and [T stal¥ share in the definition, implementation
anid management of projects

* There is an understanding of the abilities and limitations of the
organization and the IT fimction in managing large, complex
privjects

= A organisation-wida project risk assessment methedology is
defined and enforead

= Al projacts have a plan with clear traceable work hreakdown
strctures, reasonably sccurate estinmates, skill requirements,
iss0s 1o track, a quality plan and a transparent change process

* The transition from the implementation team to the operational
team is a well-managed process

= A gystem development life cycle methodology has been delined
and is usad by the arganisation

IT Resources
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Key Goal Indicators

* Increased number of projects completed o time
anid on hodeat

= Aovailahility of accurate project schadule and
buklget information

* Diecrease in systamic and common project
probems

* Imiproviad timeliness of project sk
ilentification

* Increased ooganisation satisfaction with project
delivaral sarvices

* Improvid fimeliness of project management
decisions

Key Performance Indicators

* Increasad number of projects delivarad in
accordance with a defined mathodology

* Percent of stakeholder participation in prijects
(involvement index)

* Mumber of project management trmining days
per project team membar

* Mumber of project milestonz and budgat
reviaws

* Parcent of projects with post-project reviews

= Awerage number of years of experience of
project managers

IT Gavermance
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PO (g & rgmisaior

Control over the [T process Manage Projects with the business goal
l.l|..'lL'|'|'|'|'|"'.¢' IIJ':"I riftes andd el i ama wilh M

ensures delivery of information to the business that addresses the
required Information Critenia and is measared by
Ky Goal Indicators

Jow each pro

considers Critical Success Factors that leverage
spacific IT Resounces and is measurad by
Ky Parfonmence Indicators

itical Success Factors

* Expariencad and skilled priect managers are availabla

= A accepled and standard programime managemant process is in
placa

* There is senior memagemeant sponsorship of prjects, and
stakeholdars and [T stal¥ share in the definition, implementation
anid management of projects

* There is an understanding of the abilities and limitations of the
organization and the IT fimction in managing large, complex
privjects

= A organisation-wida project risk assessment methedology is
defined and enforead

= Al projacts have a plan with clear traceable work hreakdown
strctures, reasonably sccurate estinmates, skill requirements,
iss0s 1o track, a quality plan and a transparent change process

* The transition from the implementation team to the operational
team is a well-managed process

= A gystem development life cycle methodology has been delined
and is usad by the arganisation

IT Resources
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Key Goal Indicators

* Increased number of projects completed o time
anid on hodeat

= Aovailahility of accurate project schadule and
buklget information

* Diecrease in systamic and common project
probems

* Imiproviad timeliness of project sk
ilentification

* Increased ooganisation satisfaction with project
delivaral sarvices

* Improvid fimeliness of project management
decisions

Key Performance Indicators

* Increasad number of projects delivarad in
accordance with a defined mathodology

* Percent of stakeholder participation in prijects
(involvement index)

* Mumber of project management trmining days
per project team membar

* Mumber of project milestonz and budgat
reviaws

* Parcent of projects with post-project reviews

= Awerage number of years of experience of
project managers
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_\I ( Acquisition & Implementation
_‘} Manage Changes

Control ovar the [T process Manage Changes with the business IT Resmurces
Tkl e il wl, L P eflnctivnzss # penpie

P afliciocy
ool ik niiality

' - . . P ey | # lnchrcingy
ensures delivery of information to the business that addresses the P mallbiity | ——
Ll)iig

required Information Criteria and is measured by
Ky Gioal Indicators | ot
(] opplicabhs

| # applications

considers Critical Success Factors that leverage
spocific IT Resoumoes and is measurad by

Key Perfonmance Indicators Key Goal Indicators

* Raduced mumber of errors introduce d into
sysbems due 1o changes

* Raduced mumber of disruptions (loss of

availahility) cavsed by poarly memaged change

* Changa policies are clear and known and they are rigorously * Rednced impact of disuplions cansed by
and systaretically implamentd change

* Change management is strongly inbagratad with rel ease * Raducad Lavel of resources and time required as
managament and is an integral part of configuration maragement a matio o number of changes

* There is a rapid and eficient planning, approval and initiation * Number of amergency fixes
procass covering identi fication, cabegarization,, impact
assessment and priontisation of changes

= Aubormated process wols are available o support work flow
definition, pro-Forma workplans, approval fanplates, festing,
configuration and disinibution

* Expedient and comprehensive accepiance fest procedures are
applied pricr o making the chanee

= Acsystem for ircking and fellowing individual changes, as well
a5 change process parameters, is in place * Mumbser of different versions installed at the

= A formal process for hand-over from development o operations anme Hime
is defined * Mumbser of soltware release and distribation

* Changes fake the impact on capacity and performance mitheds per platform
reguirements into account * Mumber of dewviations from the standard

= Complate and up-to-date application and configuration configuration
decumentation is availabl * Mumber of emengency fixes for which the

= A process s in place o managa co-ordination batwaeen changes, normal change management process was ol
recognising interdependencies applied refroactively

= An independent process for verification of the success or failure » Time lag between the availahility of the fix and
of changa is implameantad ils implamentation )

* There is segrepation of duties between development and » Ralin of accepted to refised change

productivn implementation requests

IT Gaverwance IustrTuT:




AlE Maturity Model
Control over the [T process Manage Changes with the

business goal of mimoising the Ikelthood of &

MR,

umceahorised alferattons amnd errows

0

Nomexistent There is no defined chanee mamagement
process and changes can be made with virtually no
control, There is no awareness that change can b
dismuptivi For both IT and business operations, and nis
awareness of the banefits of geod change management.

Initial Ad Hoc It is recognisad that changes should b
marEged and controllad, but thare is no consistant
process o follow, Practices vary and it is likely that
unauthirisad changes will take place. There is poor or
non-axistent descumentation of change and conliguration
documenfation is incomplate and unreliable. Errors are
likly to oceur togethar with intamuptions o the
production erviroment cased by poor chanee
marEganent.

Repeatable but Inkuitive There is an informal chanee
marEganent process in place and most changes follow
thiz approach; howevar, it is unstmctured, rudimentary
and prome to error, Configaration documentation
pocuracy i inconsistent and only limited planning ard
imipact azsessment takes place prior o a change. Thera
is considerahle ineficiency and rework.

Defined Process Thene is a defined formal change
marEganent process in place, including cabegorization,
pricritisation, emergaicy procadures, change
authorization and release management, but complionce is
not enforced.  The delinad process is not always seen as
sitahle or practical and, &= a result, workarounds take
place and processes are bypassad. Errors are likely ©
ecclr and nauthorized changes will cccasionally ccour
Thie amalysiz of the impact of I'T changas on business
eperations is bacoming fommalised, © support planmad
rollouts of new applications and technologies.

4

Managed and Measurable The change managemeant
process is well developad and comsistently followad for
all changes and managament is confident that there are
no exceplions, The process is efficient and effective, b
relizs om considerablz manal procedures and conirols to
ensure that quality is achievad. All changes are subject
to thoromgh planning and impact assessmant 1o minimisa
the likelibood of post-production problems. An approval
process for changes is in place. Change managamant
documentation is current and correct, with changes
formmally tracked. Configuration decumentation is
penerally accurte. 1T change mamagement planning and
implementation is becoming more integrated with
changes in the business processes, o ensare that training,
arganisational changes and hasiness comtinuity issues are
addressed. There is increased co-ordination batween 1T
change management and husiness process re-design.

Optimised The chanee management process is regularly
reviewal and updated to keep in lineg with best practices.
Configuration information is compuaber basad and
provides varsion control. Software distibotion is
auterated and remote monitoring capabilities are
avatilable, Configuration and release memagement and
tracking of changes is sophisticated and includes tools o
datact unavthorised and unlicensed software. 17T change
maraganant is integratad with business change
maraganant toensure that 1T is an emabler in increasing
productivity and creating new business opportunities for
the organisation.
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]:)Sq Delivery & Support

Ensure Systems Security

Control over the [T process Ensure Systems Security with the
husiness goal of & FF O R otz o wwe,
lisclamtie or o e o s

ensures delivery of information to the business that addresses the
required Information Critera and is measared by
Ky Goal Indicators

TS

considers Critical Suceess Factors that leverage
spacific IT Resources and is measurad by
Ky Parfonmance Indicators

Critical Success Factors

= A overall security plan is developad that covers the building of
awuraess, establishes clear policies and standards, identifies a
cost-effective and sustainable implemantation, and delines
menitoring amd enforcement processes

* Thare is awareness that a good security plan akes time to evolve

* The corporate sacurity function reports Lo senior maraganant
anid i responsible for executing the secunity plan

= Managemant and sall have a common undastanding of
security requirements, villnerabilities and threats, and they
urklerstand and accept their swn security responsibilities

= Third-party evaluation of security palicy and architecture is
corducted pericdically

= A “huilding penmit”™ programme is delined, identifying sacurity
basalines that have to be adherad o

= A Sdnvers licence”™ programmae is in place for these developing,
implamenting and using systens, enforcing security certification
afsafl

* The security fimction has the means and ahility to detect, record,
analyse significance, report and act upon sacurity incidents
when they do eccur, while mimimising the probability of
oceurrenca by applying intrusion testing and active monitoring

= A centralisad wser management process and sysbem provides the
mizans te identily and sssign authocisations (o users in a
standard and efficiant manner

= A proscess is in place to anthenticate users at reasonable cost,
light to implement arel easy o wse

IT Resournces
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Key Goal Indicators

* No incidents cansing public embarrssment

* Immediate reporting on critical incidenis

= Alignment of acc ess rights with organisational
responsibilities

* Raduced number of new implemeniations
delayed by security concems

* Full compliance, or agread and recordad
deviatioms from minimum security requirements

* Radduced mumbser of incidents invelving
uranthorised access, less or corruption of
information

Key Performance Indicators

* Raduced number of security-related service
calls, change requests and fixes

= Amount of downtime cavsad by sacurity
incideants

* Raduced tumaround time for secunity
administration requesis

* Mumber of systems subject bo an inirusion
detection procass

* Number of systems with active monitaring
capabilities

* Raduced time o investigate security incidents

* Tima lag hetwoan detaction, reporting and
acling upon sacurity incidents

= Mumbser of 1T sacurity awareness iraining days

IT GoveErwawce
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D55 Maturity Model

Control over the IT process Ensure Systems Security with
the business goal of sgeguardng mformation agalest
tmaiforived e, disolosire or madiioation, damage or foay

0 Monexistent The orpanization does not recognise the
need For IT secunity, Responsibilities and
accoimtabilitios ane nit azsignad for ensuring security.
Measures suppirting the management of TT security are
not implementad. Thare is nis [T sacurity reporting and
no responss process o [T security breaches. Thare is a
complete lack ol a recognisable systan security
adminisimtion process,

Initial/ Ad Hoe  The organisafion recognizes the nead oo
IT sacunity, but sacurity awarenass depends on the
indivical. 1T sacurity is addrezsad on a reactive hasis
and not measured. 1T security breaches invoke “hinger
pointing” responses i detectad, bacanse responsibilities

ir. Respomses to IT security breaches are
unprediciable.

Repeatable but Intuitive Responsibilities and
acconmtabilities for IT security are assignad o an [T
seeunity eo-ordinator with no menagement anthority.
Socurity awareness is Tragmentad and limited. 1T
securily information is genarated, but is not analysed.
Security solutions tend o respond reactively to 1T
secunity incidents and by adepiing third-party olfarings,
without addressing the specific needs of the organisation.
Sacurity policies are heing devaloped, but inadaquate
skills and tools are still baing used. 1T sscurity reporting
15 incomplete, misleading or not patinent.

Defined Process Security awaraness exists and is
promoted by managemenl. Security awareness brielings
have bean standardisad and formalised. 1T secunty
procecures ane defined and fit into a structure for sscurity
policies and precedures. Responsibilities for IT sacunty
are assignad, bat not congistently enforcad. An 1T
seeunity plan exists, driving risk amalysis and security
soluticms. T sacurity reporting is 1T Fecused, rathar than
busingss focused. Ad hoc intrusion testing is performed.

Managed and Measurable Responsibilities for IT
securily are clearly assigned, managed and enforeed. 1T
security nsk and impacta is is consistently
parformed. Secunty policies and practices are complaed
with specific security baselines, Security awaraess
brizfings have become mandatory, User identification,
authentication and mithorization are being standard isad.
Sacurity certification of stall is being established.
Intrusion testing iz a standard and formalised process
leading to improvaments, Costhene it analysis,
supporting the implementation of securily measures, is
increasinely being utilised. 1T secunity processes are co-
ardinatad with the ovarall creanization security function.
IT secunty reporting is linked o business objactives,

Optimised 1T sacunty is a joint responsibility of
business and 1T management and is integrabed with
corpomate sacunty business objectives. 1T sacunity
requitements are clearly delined, optimised and included
in a verifiad security plan. Security fimetions ane
integratad with applications at the desien stage and and
usars are increasingly accountable for managing security.
IT zecurily reporting provides sarly warning of changing
and emerging risk, using auomated active monitoring
approaches for critical systems. [ncidents are promptly
aldressed with formalisad incident response procedures
supported by auiomatad tosls. Periodic secanty
assessmants eviluate the ellectivenass of implementation
ol the security plan. Information en new threats and
vulnerabilities is systematically collacted and analy sad,
and adequate mitigating controls are promptly
communicated and implemantad. Inirusion testing, reot
cause analysis of security incidents and pro-active
idantification of risk is the hasis For contimous
improvaments. Security precesses and technolegies are
integratad organisation wide.
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Control svar the [T process BManage Problems and Incidents with IT RESOUIces
the business goal of en flems a : P affactivniess o pEnple
resofved, anid the caee | i T P efficimcy
ot ity | Al
ety |  tnchralogy
ensures delivery of information (o the business that addresses the 5 ity
required Information Critera and is measared by LIRS
Ky Goal Indicators

| - baciities
| « chita

i1 spplable n
i enabled by o prefem manaesent system which receonds
and progresses all incidemty

considers Critical Success Factors that leverage

spacilic IT Resources and is measurad by Key Goal Indicators

Kizy Parfonmance Indicators ’ —— :
= A measured reduction of the impact of

proflems and incidents on 1T resources

= A measured reduction in the elapsad time from
initial symptom report b problem resolution

= A measired reduction in unresolved problems
and incidents

= A measured ineresse in the number of problems
avoidad through pre-emptive fixes

* Raduced time lag betwioen identification and
escalation of high-risk problans and incidents

Critical Success Factors

* There is clear integraticn of problam management with
availability and change management

* Accessibility W configuraticn data, as well as the ability to kezp » Elapsed time from initial sympiom recognition
track of problems for each configuration component, is provided b eniry in the problem management systan

= A accurate means of communicating problam incidanis, » Elapsad time between problem recording and
symptoms, diagnosis and solutions te the proper suppsrt resalution o eacalation

persannel is in place . . * Flapsed time batween evaluation and
= Accurabe means exist bo communicate to users and 1T the application of vendor patches

exceplional events and symptoms that need bo be reportad to * Parcant of reported problems with alresdy
problem mana gement kpown resolution approaches
* Training is provided o support personnel in problem resolution * Fraquency of coordination meatings with
technijuies change management and availability
* Up-to-date moles and responsibilities charts are available o mEmagement personnel
support incident memagement * Fraquency of companent problam analysis
* There i= vendor imvalvemant during problem investigation and reporting

n.‘.\'nlll_li-ﬂ o ) i _ * Raducad mumber of problems not ¢ontralled
* Post-facto amalysis of poblan handling procedures is applied throveh fommal problam management
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D510 Maturity Model

Control over the IT process Manage Problems and
Incidents with the business goal of erswring that prolilems
and incilenis are resoled, and he cause imvestigaled o
EveRt aRY recurreRce

0

Norrexistent There is no awareness of the need for
maraging problems and incidents. The problem-solving
process is informal and wsers and 1T stafl deal
indivicually with problems on a case-by-case basis.

Initial/ Ad Hoe  The organisation has recognised that
there is a nead to solve problems and evaloate incidents.
Ky knowdadgeable individuals provide seme assistanca
with problems relating to their area of expertize and
responsibility. The infonmation is not shared with others
and solutions vary from one support person to another,
resiliing in additional probem creation and loss of
productiva time, while searching for arswars,
Mlanagement frequently changes the focus and diraction
ol the operations and technical support siall

Repeatable buk Intuitive There is o wide awareness of
the need to manage 1T related probems and incidents
within both the business units and infommation services

function.  The reso ltion precess bas evolved to a point
where a fow key individuals are responsible for
maraging the problems and incidenis cccurning.
Information is shared among sa&ll; however, the process
remaing unstructured, informal and mestly reactive. The
saxvice level to the user community varies and is
hamipared by insuffcient stciured knowledge available
to the problamn solvars. Management reporting of
incidents and amalysis of problan creation is limited and
informal.

Defined Process The nead For an effective problem
maraganent system is acceplad and evidencad by

bunl gets For the staffine, raining and support of response
tens, Problan salving, escalation and resolution
processes have boen standardised, but are not
sophisticabed. Nonetheless, usars have recaived clear
communications on where and how o report on
problems and incidents. The recording and tracking of
problems and their resolutions is frapmentad within the

5

respomsa beam, using the availahle toals withoot
centralisation or analysis. Deviations from established
norms or standards are likely to go undaoctad.

Managed and Measurable The problan management
process is understocd at all levels within the
organisation. Responsibilities and ownership are clear
and establishad. Methods and procedures are
documented, communicated and measurad for
alfactivaness. The majority of problems and incidants
are identifiad, recorded, reportad and analysed for
continusus improvemant arel are reported to
stakeholders. Knewledge and expartise are cultivated,
maintainzd arkl developad 1o higher kevels as the function
is viewed as an assel and major conirbator 1o the
achievement of [T objectives.  The incident response
capahility is testad periodically. Problem and incidant
marsganent is wall inbeerated with interrelated
processes, such as change, availability and conliguration
marsganent, and assisis costomers in managing data,
[acilities and sperations.

Optimised The problem management process has
avalved into a forward-leoking and proactive ang,
coniributing to the IT objactives. Problens are
anticipated and may even be prevented. Knowlad ge is
maintaingd, throwgh regular confacts with vendors and
axperts, regarding patterns of past and futune problems
and incidents. The recording, reporting and analysis of
problems and resohitions is automated and fully
integratad with configuration data management.  Most
sysbems have boen equipped with antomatic detection
and waming mechanism, which are continuously tracked
and evaluated.
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Delivery & Support
Manage Data

DSI11

Control ovar the IT process Manage Data with the busing
ansring h e remains complede, aocurale and vl
mpnd, mpdkale and storage

gral of

g iy

ansures de livery of information 1o the buzsiness that addresses the
required Information Critera and is measared by
Kizy Goal Indicators

is enahled by eeive comiNraion o applicalion
general comtrols over the 1T operalions

considars Critical Success Factors that leveraga
spacific IT Resources and is measunad by
Ky Perfonmance Indicators

Critical Success Factors

* Diata entry requiraments are cleady stated, enforced and
supported by automated techniques at all levels, including
databaze and file interfices

* Thiz responsibilities e data ownership and inteprity
requiremiznts are cleady stated and accepbad throughout the
arganisation

* Diata aceurcy and standards are clearly communicabed and
incorpom fed into the training and perscnnel development
procasses

* Diata entry standards and comection are enforced at the point of
try

* Diata input, processing and sutput inbeprity standards are
formalisad and enforced

= Diata is held in suspense untbil cormacted

* Elfzctive detection methods are used to enforce data accuracy
and inbagrity standards

* Elfzctive translation of data across platiorms is implamented
without loss ol integrity or reliahility to meet changing businass
demanids

* Thire is a dacreasad relimce on manual data input and re-
keying processss

* Elficient and Nexible solutions promote effective use of data

* Diata is archivad and protected and is readily availahle when
needad For recovary

IT Resmunces

of [nctiveniess pEnpie

eflidmy

o idaniiality
P rteyty

Al abiiby

cnmplla:
P raiabiity

| applications
| Inchrciogy
| Exci i

|.-’-:I|l|

P ey (5] wecordary 1 applicabl:

Key Goal Indicators

= A measred reduction in the data preparation
procass and ks

= A measired improvement in the quality,
timline and availability of daia

= A measared increase in customer sakisfaction
and reliance upon the data

= A measred dacrease in cornective activities and
exposure bo data cormiption

* Reduced mumber of data de fiacts, such as
reduncaney, duplication and inconsistency

= Mo lagal or repulatory data compliance conflicis

Koy Performance Indicators

* Parcent of data input ermrs

* Parcent of updates reprocessad

* Parcent of automated data inbegrity chacks
incorpomied into the applications

* Parcent of ermors prevented at the point of eniry

* Mumbser of automated data integrity checks run
independently of the applications

* Time imterval bebween aror ocourmence,
detaction and cormection

* Raduced data cutpat problems

* Reduced time For recovary of archivad data
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0511 Maturity Madal

Comtrol over the [T process Manage Data with the business
oal of ensaring Hat dala remaing complete, accurate ard
vl charimg Mz IRpd, npdime and sonage

0 Nonexistent Data is not recopnised as a copomate
resotrce and asset. There is no assigned data ownership
of individual accountability For data integrity and
reliahility. Data quality and security is poor or non-
axistent.

Initial/ Ad Hoe The organisation recognises a nead for
scoirate data. Some methids are developed at the
indivichial kvl o prevent and detect data input,
processing and output ermors. The process of emor
identification and comection is dependant upon mamal
activities of individuals, and rules and requirements ars
nol peassad on as stafl movement and tumever ecour.
Muanagement azsumes that data is accurate becanse a
compule is involved in the process. Data integrity and
sECUrly are not managemeant raquiranants and, if
sacurify exists, it is administerad by the information
sarvices function.

Repeatable but Intuitive The awareness of the need
for data accuracy and maintaining integnty is prevalent
thronghout the orpanization.  Data ownership begins to
ceenr, but at a deparimeant or group level. The rules and
requiremenis are documented by key individuals and are
not comsistent across the crganisation and platforms,
ata is in the custedy of the information savices
functicm and the miles and definitions are driven by the
I'T raquiremenis. Data security and integrity are
primarily the information sarvices finction’s
respomsibilities, with minoe departmental involvement.

Defined Process The nead For data integrty within and
acress the organisation is understood and accepled. Data
input, processing ark output stamdards have been
fommalizad and are enlorced. The process of error
identification and cormection is automatad, Daka
owmarship is assignad, and inbagrity and security are
controlled by the responsible party, Automated
techniques are uiilised to prevent and daect ermors and
inconsistncies. Data definitions, rules and requiremenis

are cleady documented and maintained by a database
adminisimtion fimetion. Data becomes consistent across
platforms and throughout the organisation. The
informmEtion services function takes on a custodian role,
while data integrity coniral shifis to the daka cwner.
Maragament relies on reports and analyses for decisions
and future planning.

Managed and Measurable Data is definad as a
coporate resounce and asset, as managerment demands
mire dacision support and profitability reportine. The
respensibility For data quality is clearly defined, assignad
and commmunicated within the organisation. Standardisad
metheds are documented, maintained and used 1o conirol
data quality, rules are enforced and data is consiskent
acroas platfoms and business units. Data quality is
masured and custoanar satisfaction with information is
menifored. Mamaganent reporting takes on a strategic
valug in sssessing customers, trends and product
evitliations. Integrity of data bacomes a s gnificant
factor, with data sacurity recognized as a control
requirement. A formal, organisation-wide data
administration fimction hes boen establishad, with the
resonroes and autharity o enforce data standardisation.

Optimised Data managament is a malure, integratad
and cmss-fimctional process that has a clearly definad
and well-undersiod poal of delivering quality
informration to the user, with clearly defined integrity,
avatilability and reliability criteria. The organization
activaly manages data, information and knowladze as
coporate resources and mssels, with the shjective of
maximising husiness value, The corporate culture
stressis the importance of high quality data that neads to
b protected and treated as a key component of
intellectual capital. The cwnarship of data is a sirategic
responsibility with all requirements, rules, regulations
and considarations clearly documeantad, maintainzd and
communicated.
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