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Overview [SO 17799
B3 7799

* Provides guidelines and recommendationg for ¢ ecurity management.

* Part |- S tandard; and
* Dart 2 - Certification.

57799 JELN 150 17709 JELIM

SABS 17799

SO 17799
* Dart | accepted ag International Standard;
* Dart 2 1o be aceepted end of 2002.




190 17799 Moduleg

Organisational Risks

Security

L Personnel Physical and
Organisation Asset

Security Environmental
Security Classification ' Security
Policy and Control
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System U i
Compliance

Development

Comm /Ops ~ \ Access \’\ and
Management Control

Business ‘=<
Continuity

(" Plannin
Maintenance g




90 17799 Controle

Security Documented & communicate (S policy
Policy

Reqularly reviewed

Security
Organisation

Allocation of roles & respongibilities
3rd-party access rigks /controls

Outgourcing
Asset
Classification [hvehfor‘g O{ AQQQ"’Q
and Control Fad s S 5
o Claggification baged on gengitivity/bugineg ¢
Impact
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90 17799 Controle

Recruitment gcreening

Personnel
Security

Awarenesg & training
Reporting of incidente

Physical and
Environmental
Security

Ohygical security perimeters
Equipment giting
Clear deg k & clear gcreen

Comm ! One [ncident procedures

T Segregation of duties

Syg tem planning & acceptance
Malicioug goftware protection
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90 17799 Controle

Managing Accesg

Access - Application Level
Control
- Operating Level
- Network Level <
ystem
Change control procedureg Development

Segregation of environmentg

Security requirementg

Business Businesg continuity plang

P BCP framework and team roles &
regpongibilitie
Testing continuity plang

e Meaintaining and Updatin i —




90 17799 Controle

Copyright controlg

Retention of records and information
Compliance with legiglation - Data protection
Compliance with company policy




Overview CobiT




CobiT Product Family
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Planning & Organisation

Acquisition & Implementation

|

Delivery -& Support

Monitoring

+Effectiveness

OmOxVCOwvmMmMAD

«Efficiency

*Data «Confidentiality
*Applications . : *Integrity

*Technology
*Facilities

«Availibility
Compliance

-People -Reliabili



Domains

Processes

Per process:

«Control objectives

«KPI’s: measure of performance
«CSF’s: what do you need to do
«KGl’s: measure of outcome
eMaturity model

CobiT

Acquisition & Implementation

Al 1: identify automated solutions

Al 2: Acquire and maintain application software

Al 3: Acquire and maintain technology infrastructure
Al 4: Develop and maintain procedures

Al 5: Install and accredit systems

Al 6: Manage Changes

Al 6: Manage Changes: Control objectives
6.1: Change request initiation and control

6.2: Impact assessment

6.3: Control of changes

6.4: Emergency changes

6.5: Documentation and procedures

6.6: Authorised maintenance

6.7: Software release policy
6.8: Distribution of software




Key Goal [ndicators: Manage Change

*Reduced number# of errorg introduced into systeme due to changes

*Reduced numberif of digruptiong (loge of availability) caused by poorly
managed change

*Reduced impact of digruptiong cauged by change

*Reduced level of regources and time required ag a ratio to number# of changes
“Number# of emergency fixes/time

Key Performance [ndicators: Manage Change
‘Numberi of different versiong ingtalled at the game time
‘Number# of software releage/and digtribution methodg per platform
“Number# of deviationg from the standard configuration
-Number# of emergency fixeg for which the normal change management
process wag not applied retro-actively
Time lag between availability of fix and implementation of . .
‘ratio of accepted v refuged change implementation requeste.

Critical Success Factors: Manage Change
* Expedient and comprehengive acceptance test procedureg are applied
prior to making the change.
* There ig a reliable hardware and software inventory.

= There'igmgmgaﬁvwﬁdqﬁemmmwonmd'deve[opr_. :



Ovérvieuu [TIL

what service the business requires of the ensuring that the customer has access

provider in order to provide adequate to the appropriate .

support to the business users services to support the business
functions '

Managing Applicalions

The Busisess Perspedive Manage 1he Inroakuchire

understanding and improving IT service provision, as an
integral part of an overall business requirement for
high quality IS management




[TIL service support & gervice
delivery procesges

» Service support:
— Service degk
— [ncident management
— Problem management
— Configuration management
— Change management
— Releage management

» Service delivery
— capacity management
— availability management
— financial management of (T gervices
— gervice level management
— [T gervice continuity management
EESEEE—————
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How can they be uged in
conjunction?




service
cost

service
quality

What do we want to achieve with (T2
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How we can achieve thege [T goalg

The assignment of
responsibility for performing
specified activities to specific

groups or individuals .
The assighnment of

T measurements to people

processes, technology ar

controls to ensure they

People Roles RACrs comply to what they are
intended for

The people that support
effective and efficient
IT service management &

~ Controls Procc:sses.l_h i IAtes] S arias of
The assignment of controls to acéJir;iggrfh:teco::l;;ﬁz (Eo
IT processes to ensure that they At
deliver efficiently and = produce ]|c3ro§|ucts 0[ -
effectively in line with clients services for interna
requirements external clients

The technology that is
supporting the IT delivery

—— A‘ | ——— S .




How we can achieve thege [T goale

ITIL

BS 7799 -

limited

Structure
SO 9001 & CobiT v3

People olcs Metrics
~ Controls Processes ITIL
CobiT CobiT - limited
ISO 17799 Technology ISO 17799 -
limited
ITIL- limited




How we can achieve thege [T goalg:
Where are the methodg atrong in?

strong in [T procesges , but limited in security and gystem
development

atrong in [T controle and [T metrice , but doeg not & ay how (ie.
procegs flowe ) and not that trong in security

strong in gecurity controle , but doeg not ¢ ay how (i.e.
process flows )
* Conclusion:
— No contradictiong or real overlape
— None identify people requirementg
— Not etrong on organigational gide (gtructure & roleg )
— — Not gtrong on technology side

- —— _A | —— I




How can we achieve thege (T goalg:
continuoug [T improvement

L

BS15000
" ohethee /SO 17799
CobiT compliant

J, etc.

How well does IT support business?: Alighment assessment

How controlled is IT?: CobiT compliance check
Where are we
e e Assessments  How secure is IT2: ISO 17799 Health Check

now?
How cost effective is IT?: benchmarking
¢ What does the user think of IT?: surveys
ITIL
HowdoWe et ey Taesign SO 17799
~ CobiT

.

How do we know -
we have amrived?

CobiT v3 mngt guidelines

Meftrics




Control Risk

Marorlaiky
Planning and organisa tion
FO1 [Oofneaeralsgiemplan |
F5 2 [Oatne he inbrmaien sribors |
FO 4 |Dofne craanis alon and ralatinshios
FO 5 [Monage hainwsiment |

S
QM requUment

Acguidtion and Implementaton
Idanify stom ated solfons
2cquire and maintain spplogion sciware

JE

B2 |

B3 |Acquire and mantan kennclegy srchieces |
I :

IS

Dovalcp and meiniain procedurss
Install and eocreci! systems

Dolvery and support

PET Dol v hwle ]
PS 2 [Wonage hicparysenases |
PS 3 [Manage padormence and capacy |
PS4 [Erews contrucossorvcs |
|

P [ereweyshmeseany |
P |Gy erdshomnzos |
ps7 [Edsnendvanuses |
pss [ressimdaoimoznmes |
Ps o [Monage e corfguraton |
DS 10 [Monage predlems andingidens |
DS 11|Monagecdats |
DS 12 |Monagefadites |

onltering

M1 |moniermeprocess |

M2 |2zs622 intemal contol edaqua

P 2 [Cotain ndependent assurance

M4 |Prowde for Indapendent Auat
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CobiT compliance check




% Non-compliance

How can we achieve thege (T goalg:
continuoug [T improvement

Graph depicting the level of non-compliance of

Y 9.43%
[ o333%
4.38% 4.32%



Conclugion

* Uge CobiT and ISO 17799 health check to determine current gtatug

dentify weaknesgeg in processes and controlg

* Ug e [TIL to improve [T processes & controlg ; ug e (SO 17799 to
improve

* gecurity processes & controle (although not gtrong on process side)
* Ug e [TIL to determine technology, although not complete

* Uge CobiT to define metrice

* Query [TIL on posgible etructures




