Drive Business Value with Winning Data
Governance and Compliance Strategies




Session Objectives

Identify data governance and compliance challenges

Showcase the value of a proper data governance
framework

Impart winning & proven strategies to help you establish a
relevant data governance framework




The Face of Collaboration

- O 2

Everyone has Access from Everyone is a
a Voice Anywhere Contributor




The Balancing Act
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Structured vs. Unstructured Content

What is the difference?

Enterprise Applications o . A
Soiod bormben st 2%, Structured Application Content
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cHM
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I\/Iystery of Unstructured Content
'

» Client records
« Employee records
* Previous project

What Is this?

What you need to keep...

What you use...



Establishing Confidence

' ‘ How likely do you think the followi
P”Vacy and |nf0rmat|on o lpii?/,ac;}l;‘t)'gacl:':isksearz?owmg

Security are Top
CO n Ce rn S 8% Hackers Gaining Access
Mobile access to content a security risk | 61% Accidental Employee Breach
collaboration tools can expose data more easily
41% Accidental 3 Party Breach
Data Governance
Challenge
Accc?untablllty fgr regulated data 13% ntentional 3% Party
Audits for security and controls S

Scalability




Cost Of Ignoring this Problem

Per Breached Record Per Breach Event
$188
H

S of Customers )‘ 3040%

AffectedBy . Wil Leave
Breach

Per Record Per Breach ...




DATA GOVERNANCE is like the brakes on a car

It allows you use your data as an asset without crashing and burning




It's Your Data...

Find out what it really is

Establish a way to identify it
Protect what's important
Keep what's required

Remove what's unnecessary

Plan for the future

Users:
Relevant Information

IT Admins:
Easier Maintenance

Compliance Officers:

Lowered Risks

TN

In. &

O

Reduce Cost.
Increase
Productivity.




Establish Data Governance Framework

Discovery & Define Data Proactively
Classification Governance Policies Enforce Policies

Report and Audit




Discovery and Classification



Welcome Ho




Discover and Map

File Share

SharePoint

Office 365

Databases

‘ Who can access it?
(¥ fo
File Level Analysis

—
Redundant, outdated and I Who owns it?

trivial (ROT) data
& Who can read it?

File types (Music, log files,
etc.))
Who can edit it?

Content Level Analysis

Sensitive data
Date Created
Owner




File Type Report

Files numbers -3 File size sum File Type Report
da X dox 0% pptx
xaml 600
png
0%
34 500
. 0%
Jpg— = -
0% 400
300
200
100
0 = ANy %‘“J-c )

.db  xsl xlsx 35 pptx txt xIs .1 .docx.xaml .doc .css .ppt .jpg .3

*Notes: Due to big data, by default, only display Top 30. Please clear the filter in table to view all the data.

.db 2 17408 17.41KB
xsl l 7 95334 95.33KB
xlsx | 16 1149686 1.15MB
"35 2 9550 9.55KB
.pptx | sl 143378730 143.38MB
xt | 10 8626 8.63KB
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Duplicate File Report

Command Panel
<. Find Master File:

Which properties should be based on?

Created time

Tag Master Files

<.z filter and fill in action

please use filter to find the files you need and
fill in the Action and Action parameter, like

Delete, Move (with parameter).

<. Export files to list

Path of Duplicate Detector:

Browse

Duplicated.Document.Detector.Cmd.exe

Path of configuration profile:

Profile.xml

Perform Action

Browse |

B4 File name
1 DocumentView3270.pdf
1 DocumentView3270.pdf
1 DocumentView3270.pdf
2 DocumentView3015.pdf
2 DocumentView3015.pdf
2 DocumentView3015.pdf
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B4 Created time
\\contoso\share\Departments\Eng 2015-06-22-03:45:40:823
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93184 AVE\spadmin
93184 AVE\spadmin
29903 AVE\spadmin
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What are the controlled workloads?

Regulated Data

Data that requires retention / long-term archives
ITAR / export controlled data
Gold copies or replication

Sensitive Data

“Controlled Unclassified Information” (CUI)
Pll / PHI / PCl data that about employees / citizens

Classified Data

Operational security (OpSec)
Intellectual Property
Classified documents

Fines and Prosecution

Fines and Loss of Reputation

Security / Business Drivers




Map workloads to controls

(data) must be _ (controlled) by _ (role)

» Personnel Data must be encrypted by IT
» OpSec Data must be secured by business users

>  Disaster Recovery Plans must be shared with only IT users (whitelist)
>  Healthcare Protected Data must not be shared with external users (blacklist)

If you can't verbalize the control,
you shouldn't try to govern i(t!



Heat-map of Sensitive Data

£} Go to upper level £} Go to lower level £} Check Incidents

Test Suites: 250 Matches

Fedetal Trade Health Insurance
Commission Act:

ConSumer: 10 Matches

10 Matches

=




Tag and Classity

a @
14 as

Who should have
Ownership access?

A

s it high business
Audience Sensitivity level Is it a record? impact?




Classifying content — keep it simple

Identify sensitivity level of the document

 Personally Identifiable Information (PIl)
« Protected Health Information (PHI)
* Intellectual Property / Export Regulations

Identify retention schedule

« Required to keep
« Required to dispose
« Content that is no longer relevant to the business

Finish with managed keywords for search

« This will require interviews with the business



Define Data
Governance Policies



How do you know where to park?




Defining Governance Policies

Download PIA Templates Contributed by the Privac
Community

ISO/IEC 27002 Code of Practice for Information Security Controls Template

ISO/IEC 27002:2013 is an international best practice standard for a set of commonly used information security controls. Whilst
none of the controls are mandatory or exhaustive, the standard is commonly used as a “cross check” to ensure organizations
have not overlooked any important security areas. It is also referenced by ISO 27001, which requires that an organization
undertake an information security risk assessment and, as part of that process, looks to ISO 27002 controls as a basis for risk
treatment and to produce a “statement of applicability” that references the controls chosen for selection based on the
organization’s risk appetite.Here

This APIA template is designed to list the controls found in ISO 27002 and turn them into a set of questions to allow security

managers to “self-assess” any gaps in their control framework. However it is recommended that organizations first perform a
risk assessment to determine the applicability of the controls.




The approach...

+.

Build “controls” Make sure no Ensure the system
into containers one messes with s used as intended
your controls



Example of Governance Policies

New Project Site

Site Configuration Security Ownership

External
Sharing
Enabled?

Classification Data Permission Outside Contacts /
of Content? Sovereignty? groups? Vendors? Stewards?

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. No part of this may be reproduced, stored in a
retrieval system, or transmitted in any form or by any means, without the prior written consent of AvePoint, Inc.




Proactively Enforce Policies

3



C

Ale

r

o
resistance

e

m

nge IS

met with

53% decline in
workforce productivity.



Maintaining policy compliance, can be a challenge...

aa> SharePoint
Regional Farm a
E:) SharePoint

Regional Farm

E:) SharePoint
Regional Farm

E |

Admins, Compliance and E:) SharePoint

Governance stakeholders .
Regional Farm



Necessity causes too much power to be delegated to
non-admins...

s &
‘ ‘ IJ Office 365




[t is difficult to detect, assess and remediate policy

violations in diverse environments! @

H:) SharePoint

Admins, Compliance and
Governance stakeholders



RESPONSIBILITY

No single drop of water thinks it is responsible for the flood.




Automate Infrastructure Governance

Proactive Lifecycle
Enforcement Management ROI & Chargeback § Complete Control

Service Requests Questionnaire
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Automate Compliance Enforcement

Report v

Passed Files: 17

I
View All

Failed Files: 65

View All

Violation Report

Administration v

Trend Report »

Compliance Report

=.| Export to Screenshot

sk Repor Omer repors

© High Priority

I http://ave2013prodwfe 1:3000/test/AvePoint for...

I hitp://ave2013prodwfe1:3000/personal/zoeshanag/. ..
I hitp://ave2013prodwfe 1:3000/sites/a/SitePages/. ..

I http://ave2013prodwfe1:3000/personal/zoeshang/...

I http:/fave2013prodwfe 1:3000/personal/mario/...

View All »

Medium Priority |™ Low Priority

admin ~

| Scan Policy Filter

Ff Data Table Report(0)

% File Errors Report (172)
Ei File Type Report (10)
PDF Exception Report (4)
B Link Validation Report (0)

B Page Title Report (0)

N

[l P Address - CORE (3944,26.79 % ; 3files)

A.1 All image objects require. . (3084,20.95

% ; 13files)

A.4 All table objects require... (2113,14.35 % ; 19files)

B. Validate if tables have been...

(2103,14.29 % ; 17files)

US Social Security Number - RegEX (1325,9.00 % ; 19files)

[l !dentify Family Relationship (692,4.70 % ; &files)

Identify terms used to indicate Race (414,2.81 % ; &files)
Identify all INPUT elements with...  (246,1.67 % ; 43files)
Content Cannot Contain a... (170,1.15 % ; Tfiles)

Others (630,4.28 % ; 288files)




Example: Automatic Classification

It’s Friday 5pm and Mary needs to upload her daily
documents into SharePoint

She doesn’t have time to tag documents and wants to
go home on time

Company policy is that everything that goes into
SharePoint MUST be tagged and Restricted
information must not be shared with Everyone.



Real-Time Policy Rule Workflow

1 Vv Add Tag Add a static tag in the SharePoint and the tag name is Security Classification tag value is Confidential;... Configure X

Efse

v RV S Rastricied Documents

If the following conditions are met:

All of the files *® Specify conditions

if All of these conditions are True Add Condition  Add Group X

summary Result Equals Resticted X

Order Actions Details Add an Action
Add Tag Add a static tag in the SharePoint and the tag name is Secunty Classification tag value is Restricted; T... Configure X

Relative or full path of the library or folder: httpy//contoso/MSFT/Restrictad/Forms/Allitems.aspx; If the.. Configure X

Elee

v LT S Private

If the following conditions are met:

All of the files *® Specify conditions

if All of these conditions are True Add Condition Add Group P

Summary Result Equa 55 Private )K

Order Actions Details Add ah' Attidn
1 Vv Add Tag Add a static tag in the SharePoint and the tag name is Security Classification tag value is Private; Tag.., Configure X

retrieval system, or transmitted in any torm or by any means, without the prior written consent ot AvePoint, Inc.



...continued

SharePoint Newsfeed OneDrive Sites spadmine £ 2
BROWSE | FILES  LIBRARY ) sare Yy rouow Casmc O
> MSFT # EDIT LINKS o~ l—]‘-

(72N (RN 7 R : :
:,-)(\ 3 "5) http//contosoM5FT/Restricted/Forms/Allitems.aspy P~ ” w Restricted - All Documents ¥ 1

Documents S

i 2 Compliance Starting & APIA

: - SharePoint Newsfeed OneDrive  Sites SP Admin ~
Home (® new document or drag files here
: = M v . " My Zoy . "
Documents Y S Find 2 file ) BROWSE | FILES  USRARY ) SHape ¥y rouow G oy
Recent

v [0 nName Modified  Modified By  Security Classification MSFT 7 EDIT LINKS Search this site

Restricted >

There are no files in the view “All Documents” M

Site Contents e ' s W eame Restﬂcted

/ EDIT LINKS

Home @ new document or drag files here
ol
Home Share View v e ied By Security Classification
(&) * 1 | 4 » Upload Documents Today v & | [ Search Upload Documents To,. R Il Documents®
& Favorites Name - Date modified Type Size
B Desktop = Company Yearly Report 8/1/2013 838 PM Microsoft Word D. 12 KB
$ Downloads Invitation for Party 8/1/20138:38 PM Microsoft Word D... 12KB
1L Recent places My Tax Return 8/20/2013%15PM  Microsoft Word D... 12 KB
@% NDA for Contoso 8/1/2013 8:37PM Microsoft Word D... 12KB
i Libraries @= Payroll and bonus packages 8/1/2013839PM  Microsoft Word D 12KB
+ Documents
o' Music
! Pictures
B videos
1% Computer

t Local Disk (C:)
) DVD Drive (D:) 15.04




...continued

spadmine £ ?

SharePoint

~ o _ et
C) SHARE ¥y fouow Cdsmec O

BROWSE FLES LUBRARY

MSFT / EDIT LINKS

) Documents

LR B hitp// contoso/MSFT/Restricted/Forma/Allitems aspe £ = & || B Restricted - All Documents

& &) Compliance Starting ) APIA

H SharePoint Newsfeed OneDrive Sites SP Admin~ &
nome 0 of 5 complete CANCEL
; IBRARY () SHARE ¥y Fouow Cg syne
Domeas All Documents  +«+ Find a file e e H S I A A
Recent
v 0O nName Modified Modsified By Se MSFT 7 EDIT LINKS Search this site
Restricted >

i Sankhods Company Yearly Report R eStrICted

Invitation for Party
# EDIT LINKS " .

My T atnm Home @ new document or drag files here

NDA for Contoso Documents All Documents  «+ | Find a file ol

Payroll and bonus packages Recent 2

v »J Name Maodified Moditied By Security Classificatior
Restricted

Site Content There are no files in the view "All Documents®
ite Contents

7/ EDIT LINKS



...continued

SharePaint Newsfeed OneDrive

BROWSE | FLES  UBRARY O s

MSFT 7 EDIT LINKS Searct
) Documents

Home Upload completed (4 added, 1failled) DISMISS
RDCASNONSS All Documents  +- Find a file 2
Recent
Restricted v H MName Modified Modified By Security Classificatior
Site Contents @2 Company Yearly Report 2 «« Afew seconds ago SP Admin Top Secret
@2 Invitation for Party % «+ Afew seconds ago SP Admin Public
/" EDIT LINKS _
@ My Tax Return 3 ««« A few seconds ago SP Admin Private
@5 NDA for Contoso 3 e A few seconds ago SP Admin Confidential

The action was applied to this file because it contains sensitive content. Piease contact the administrator for details,
Q Payroll and bonus packages PPl



...continued

Y% 2 Compliance Starting 2 APIA

SharePoint

BROWSE FLES LIBRARY

Home

Documents

Recent
Restricted

Site Contents

/ EDIT UNKS

MSFT

7/ EDIT LINKS

Documents

(® new document or drag files here

p

All Documents  «e» Find a fite
v [ Name
= Company Yearly Report %
@5  Invitation for Party %
@5 My Tax Retum 2
' NDA for Contoso #

Modified

About a minute ago
About a minute ago
About a minute ago

About a minute ago

Modified By
SP Admi

SP Admi

SP Admin|

SP Admi

&~

%% 2 Compliance Starting & APIA

-2 w http://contoso/MSFT/Restricted/Forms/allt 0 ~ & @Restricted-l\ll Documents

SharePoint Newsfeed

FROWSE FLES  UBRARY

MSFT # EDITLINKS w Search this site

OneDrive

) SHARE Yy Fouow [3

o

Restricted

® new document or drag files here

All Documents s+ Find 3 file o
v O nNme Modifiec
Q= Payroll and bonus packages & oo About a minuie 3go

Modified By

westicieg

f &
Sites SP Admin « Q ?
Bone O
Security Cassificatior
>



Active enforcement for permission and configuration ana
settings policies across hybrid deployments...

Admins, Compliance and
Governance stakeholders



Make 1t Easy to Do the Right Thing
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How about external collaboration?
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Report and Audit



Many names, same Idea...

"RECERTIFICATION” Hey! take a loGiy

are the current
settings still
"ATTESTATION" appropriate?
If no— make the
changes.

"ANNUAL REVIEW" If yes— sign off on it.

Recertification drivers may be internal (company controls),
external (regulatory requirement) or both




Reqular Recertification

V(7.

Access Permissions Data Ownership Classification
Who can do what to Who is responsible for Tell me about the stuff
the stuffin here? the stuffin here? that lives in here...
Does Bob still need his Are they still here and Is it sensitive?
access? willing to own it? Is it important?
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Establish Data Governance Framework

Discovery & Define Data Proactively
Classification Governance Policies Enforce Policies

Report and Audit
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Your Data. Your Call.

IT'S NOT
ALL OR
NOTHING.

What's Right For You?
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* Full Control
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