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What Makes IT Governance so important?

In October 2005 Mc Kinsey and the London School of Economics
measured the increase in productivity from investments in IT
versus investments in management practices in 100 enterprises.
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Additional spending in Information Technology can raise
productivity....but only in well managed companies! 12



What Makes IT Governance so important?
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Gartner: firms waste &351bn each
year on ill-conceived IT proj jects

s oon M godng o T il o
— - --.-—- ol v B s

_l\dbﬂ* Uho M W St ey
L I e I
oot B ol B AR GVRAR L 2apr e B Tem &
ST - — s ey ol alrwba (8 g 1 ew weoh

) YD B | ey
o we » s

VR SRR PR e el B

wow sgrie Dernd  Ving sh b i 4

B L e

* Low retumn from high-cost IT investments, and transparency of IT's

performance are two top issues

* More than 30% claim negative return from IT investments targeting

efficiency gains

* 40% do not have good alignment between IT plans and business strategy
* Interest in and use of active management of the retumn on IT investments

has doubled in 2 years (28% to 58%)

Drivers
« Strategic importance of IT
« Extended Enterprise
* Regulatory requirements
* Cost optimisation
* Return on investment

» Gartner — more than 600
billion $ thrown away annually
on ill conceived or ill executed
IT projects

» Standish Group — about 20%
of projects fail outright, 50%
are challenged and only 30%
are successful

* ITGI 2005 Survey early
findings confirm concerns

13



What makes IT Governance so important?

Shareholders want protection for the
Enterprise’s Share Price

“...if not filed, auditor must include a
paragraph in its annual report that it
cannot vouch for the enterprise's
ability as a going concern...”

“...financial reporting system is not
up to speed...”

“...the company has lost a third more of

its market value yesterday as it revealed
a virtual collapse of its financial reporting
system...” —

“...data entry problems..."




Building Blocks
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Let's do a recap...
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STRONG CALM
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IMPACT

- Identify - Choose Framework
Stakeholders - Formalize Documents
- Define your “Good” |- Define controls
- Bring everyone - Self-test controls
along - Assess risk & maturity
- Measure & Act

Rationalize processes
Leverage automation
Implement continuous
monitoring

Enhance your KPIs
and analysis




Three Lines of Defense

1st Line of Defense 2" |ine of Defense 3 Line of Defense

Business Unit Risk Management Internal Audit

Engaged in revenue Provide independent risk | Independently and
generation, expense oversight across all risk objectively review, test
reduction, or operational | types, business units and | and evaluate

support. locations. organizational activities

IT is considered mostly 15t line,
but may perform some| 2" line
activities

|

The 1st and 2" line functions are expected to have strong governance and
risk management programs and identify and remediate issues proactively.




Understand your Stakeholders

L]
e Board
of Directors

Regulatory Agencies

=

) |

IT Grou ps ‘.[.'meﬂ AUdj! .US?M-M" ol

ERM

Security Office

EXTERNAL
AUDITOR

ENTERPRISE
RISK MANAGEMENT

Everyone is a Risk Manager
barbanygs - Oxley

SOX Committee




You're there (or closer) if...

* You have full executive support
* You have the resources you need

* You no longer have to justify the value of proactive
governance

« Your governance processes are streamlined
* Auditors are no longer finding major gaps
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What is IT Governance?

“IT governance is the responsibility of the board of directors and
executive management. It is an integral part of enterprise governance
and consists of the leadership and organisational structures and
processes that ensure that the organisation’s IT sustains and extends
the organisation’s strategies and objectives.”

ITGI, Board Briefing on IT Governance s

1. Strategic Alignment

Aligning with the business and providing collaborative solutions
2. Value Delivery

Executing the value proposition throughout the delivery cycle
3. Resource Management

Optimising the development and use of available resources

4. Risk Management

Safeguarding assets, disaster recovery and compliance

5. Performance Measurement
Management

Monitoring results for corrective action

15



IT Governance — The Five Focus Areas

Strategic Alignment
* Linking business and IT plan
> | Defining, maintaining and validating the IT value proposition

* Aligning IT operations with the enterprise operations
* Provide collaborative solutions that

* Add value and competitive positioning to the enterprise’s products and
services

« Contain costs while improving administrative efficiency and managerial
effectiveness

Best Practices

* Integrated approach to business/IT strategy

+ Cascading strategy and objectives down into the organisation
* Co-responsibility of business and IT

* Clearer objectives for IT investments

« IT Strategy and IT Steering Committees

In 2003, 49% of respondents had implemented, were considering
implementing or were in the process of implementing this phase of IT

governance. In 2005, 70%.

16



IT Governance — The Five Focus Areas

Value Delivery

» Executing the value proposition throughout the delivery cycle

* Ensuring that IT delivers the promised benefits against the strategy
« Concentrating on optimising expenses & proving IT's value

* Controlling projects and operational processes with practices that increase the
probability of success (quality, risk, time, budget, cost, etc.)

Best Practices
» Formal tracking of business value of IT
 Enabling effective value measurement (ROI, TCO, NOV...)

* Disciplined approach to project management with a larger role
for the business

« Commitment to formal methodologies/processes for
development and service delivery

* Enterprise architecture planning

In 2003, 39% of respondents had implemented, were considering
implementing or were in the process of implementing this phase of IT

governance. In 2005, 69%.
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IT Governance — The Five Focus Areas

Risk Management

» Requires risk awareness of senior corporate officers, a clear understanding of
the enterprise’s appetite for risk and transparency about the significant risks to
the enterprise

« Embeds risk management responsibilities in the operation of the enterprise

» Addresses the safeguard of IT assets, disaster recovery and continuity of
operations

Best Practices

« Awareness of IT risks based on continuous assessment

* Transparency to all stakeholders

« Establishing responsibility and embedding risk management
into the organisation

* An integral part of compliance and assurance
» Use of formal IT risk and control frameworks

* Process management disciplines

In 2003, 34% of respondents had implemented, were considering
implementing or were in the process of implementing this phase of IT

governance. In 2005, 78%.




IT Governance — The Five Focus Areas

Resource Management

* Optimal investment, use and allocation of IT resources and capabilities (people,
applications, infrastructure, data)

* Maximising the efficiency of these assets and optimising their costs
« Optimising knowledge and the IT infrastructure
* Knowing where and how to outsource

Best Practices
* Supply/demand balancing

* Practices to train and sustain skilled staff including Career
Centres for project assigned staff

« Consumption-based chargeback
* Transparency in expense management and cost allocation
* Formalised vendor management disciplines

In 2003, 50% of respondents had implemented, were considering
implementing or were in the process of implementing this phase of IT

governance. In 2005, 75%.
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IT Governance — The Five Focus Areas

Performance Measurement

* Using balanced scorecards that translate strategy into action to achieve goals
measurable beyond conventional accounting

> . Measuring relationships and assets necessary to compete: customer focus,
process efficiency and the ability to leam and grow

* Tracking project delivery and monitoring IT services

Best Practices
« IT Balanced Scorecard as emerging reporting system

* A management reporting system that feeds back into the
strategy

* Use of benchmarking for performance comparison

* IT Scorecard approval by the key stakeholders for alignment

In 2003, 34% of respondents had implemented, were considering

implementing or were in the process of implementing this phase of IT
governance. In 2005, 67%.




Governance Drivers
Business Goals '

CobiT
Framework

Inforrmation Critenia

o cffectivencn
-
»
-
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M1 Monitor and evaluate IT performance
M2 Monitor and evaluate internal control
M3 Ensure egulatory compliance

M4 Provide IT governance

IT RESOURCES
e inforrmation

applications

-
e people
-

infrastructure

LA AL AT )

MONITOR AND
EVALUATE

DS1
DSs2
DS3
Ds4
DSS5
DSé

Define service kvels
Manage third party services
Manage performance and capacity
Ensure continuous service

Ensure systems security

Identify and attribute costs = DELIVER anD

PO1 Define a strategic IT Plan

PO2 Define the information architecture

PO3 Determine the mchnological direction

PO Define the IT processes, organisation &
relationships

POS Manage the IT Fwestment

POE Communicate management aims & direction

PO7 Manage IT human resources

PO8 Manage quality

PO% Assess and manage risks

PO10 Manage projects

J
’
hiere e

PLAN AND
ORGANISE

>
-
=
-
-
-
>
-
-

-

DS7 Educate and train users

DSE Manage service desk and incidents
DSO Manage the configuration

DS10 Manage problems

DS11 Manage data

DS12 Manage the physical ernwironment

b AL AL AL LA SUWT

DS13 Manage operations

Al1 dentity automated solutions

Al2 Acquire and maintain application software
Al3 Acquire & maintain technology Infrastructure
Al4 Enable operation and use

AlS Procure IT resowrces

Al6 Manage changes

Al7 Install and accredit solutions and changes
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Organisational Systems

The focus areas of IT Governance must be embedded within
the organisation’s systems.

Organisational systems are relatively stable, influence
everyone's performance and can be consciously designed.

Culture

Habits and practices
Structure

Metrics and Rewards

Methods and Tools

Responsibilities and
workflows

Internal Economy

Resource governance

Source: N. Dean Meyer
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Strategic Alignment

Alignment is achieved within the structure of the companies’ annual planning and budgeting
process through the transparency of the value/risk versus cost propositions..

Structure

Strategy
Development
Operations
Govemance

Internal Economy

Inter-company 1.S. Executive Committee, ISEC
Line of Business Steering Committees, Account Managers
Business Process Owners, Account Managers, Service Delivery Managers

Executive/Risk Management Commitiees, Functional Leadership

& |.S. expenses are targeted and capped (zero tolerance)
& |I.S. expenses are fully burdened and recovered by consumption-based chargeback (zero profit)
& Lines of business have clear ROE targets which include |.S. chargebacks

Methods & Tools
Strategy

Development
Operations
Govemance

Metrics & Rewards
Financial Targets
Contributing Metrics
Rewards

Culture

I.S. Strategy Map, Balanced Scorecard, CobiT
Business Case Disciplines > $500K
Service Level Agreements, |.S. Product and Service Standards

Risk / Compliance / Maturity Assessments (CobiT)

Minimum 15% annual growth in shareholder earnings, 18% ROE: Company, Line of Business

Sales, Expense Management, Customer Service, Project Delivery, Service Achievement
Ties to management incentives, stock option / purchase plans

{ Empowered hierarchy, command and control management style
& Rigorous approaches to analysis, planning and risk management (fact-based)
& Strong preference for measurable, verifiable benefits 25



Value Delivery

Value delivery is ensured on business projects and operations through co-responsibility with
business leaders and on governance through direct accountability to the executive committees.

Structure
Development

Operations

Governance

Internal Economy

Business sponsors, |.S. Project Managers, |.S. leadership teams, A.C.T., PMI-based methodology,
formal SDLC methodologies

Business process owners, Service Delivery Managers, Service Management Process
Risk Management Committee (risk, compliance, audit, 1.S.)

& |.S. expense budgets are allocated to lines of business and specific activities, these allocations act as expense caps
& Allocations are exceeded only by formal change control first considering scope reduction
{ Expense over-runs at the activity level are offset within the lines of business (LOB's), or failing that, across the LOB's

Methods & Tools

Development
Operations
Governance

Metrics & Rewards

Development

Operations
Governance
Rewards

Culture

Bates Project Management, SEI-CMMI, Enterprise Architecture, TeamPlay, SAP
ITIL, CobiT, SAP
CobiT, SAP, Terms of Engagement

Co-responsibility for results with business (quality, risk, time, cost)

Co-responsibility for results with business (service, cost, problem management)
Accountability to executive committees (incidents, maturity, audits, initiative completions)
Ties to incentives at next levels of management and practitioners

& Active, hands-on management of emerging results and adjusting actions

¢ Business parnnership: business says “what”, |.S. says "how"
& |.S. is a professional services organisation: we charge for our services, strive for repeatable performance



Risk Management

Risk management is approached by selecting an acceptable risk level based upon the detailed assessments of
exposure, probability of occurrence, compliance to legal or regulatory requirements and emerging industry good
practice.

Structure

Executive Executive commitiee sponsorship, risk committee oversight

Risk Management 1.S. Risk Management Office with focus on risk assessment, security, privacy, DR, compliance and
process / quality management

Supplier Management Vendor Relations Team focuses on leveraged purchasing and contractual risks

Internal Economy

& Governance improvements are structured as intemal |.S. initiatives and compete for approval along with business
projects
< Scrutiny is also focused on the total expenditures on risk management activities

Methods & Tools

Risk Management COSO/Methodware: Enterprise Risk Assessor

Security CobiT, ISO 17798

Disaster Recovery CobiT, IBM maturity framework

Control CobiT, COSO

Metrics & Rewards

Progress Measured through initiative completions, maturity assessments and audits
Results Avoidance of major incidents (non-occurrence, response)

Rewards Tied to incentive based on results, progress and quality of assessments
Culture

J Willingness to accept reasonable level of risk
J Risks must be explained in detail and target maturity levels justified
J Risk management viewed as overhead, value proposition is challenging

27



Resource Management

Resource management is the most direct and controllable leverage point to ensure the delivery of our
financial targets and is the focus of our detailed and active management approach.

Structure

Development Business steering committees, business sponsors, |.S. project managers
Operations Business process owners, Account Managers, Service Delivery Managers
Governance

Risk Management Committee, functional leadership, ISFM, Career Centres, ISHR Organisation
Internal Economy

<& |.S. expense budgets are allocated to lines of business and specific activities, these allocations act as expense caps
& |.S. is accountable to manage within its budget (gatekeeper role)
v

Business leaders cannot spend above their |.S. budget without approval of the president.

Methods & Tools

Financial SAP, TeamPlay, MICS, Remedy
Human Resources TimeControl, SEI-PCMMI, Career Centres for project assigned staff
Assets Applications / Data Inventory, Remedy

Metrics & Rewards

Financial Expense management, unit cost targets

Human Resources Utilisation / “billable” ratios, blended labour rates, benchmark staffing ratios
Assets Managed seat costs, recovery for assets

Rewards Tied to management incentives at all levels
Culture

& Strong belief in internal expense management capability
¢ Decided preference for intemal sourcing and control

¢ Expectation of managers to know / be engaged at a detailed level and be fiscally responsible 28



Performance Measurement

Performance measurement is an essential element of the management discipline to drive delivery, validate the

effectiveness of business and I.S. strategy and to trigger management rewards based on company performance
and individual contributions to its achievement.

Structure

Strategy 1.S. Executive Committee, ISFM, Process Management function

Development I.S. Project Managers, |.S. Project Management Office

Operations Account Managers, Service Delivery Managers, Service Management Process
Governance Risk Management Organisation, Intemal Audit, Compliance Officers

Internal Economy

U Measurement investments are reviewed along with other control costs

{ Measurement systems must demonstrate that control information is actionable and costs do not exceed the value
obtained.

Methods & Tools

Strategy I.S. Balanced Scorecard, CobiT
Development Major Projects Review methodolegy
Operations Operations Management Report by LOB, ITIL
Governance CobiT

Metrics & Rewards

Metrics Measurable outcomes are required for all management objectives
Rewards Rewards and bonuses are only triggered when results are measured
Culture

< Belief: "If you cannot measure it, you cannot manage it”
< "Show me” culture, insistence on demonstrable results 29
< "We deliver on our commitments”



Key IT Governance Practices

= Executive and business level steering committees

» Clear roles and responsibilities — business sponsors say “what’, IT
says "how” (Terms of Engagement)

» |nternal economy model — supply/demand balancing, consumption
based chargeback

= Use of best practice frameworks for process and control
» Linkage of measured results to rewards

» Strong culture of rigorous analysis, fact-based decision making and
active, hands-on management

30



Define what your “Good” looks like

Oe® _-— Define the skill set and resources you need
'.‘ — Describe roles and responsibilities
- - Leverage best practices and frameworks
— Create a roadmap of activities and timelines
— Clearly articulate your scope of coverage
. — Add key detalils applicable to your organization

;.I. — Identify when and how you will leverage
technology |




Sample High-Level IT Governance Roadmap

RoamapTrack | oo | ooy | 01z
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 1H 2H

Choose & :
Implement your

Framework

Formalize Key

Improve & Update Your
Framework (as needed)

Formalize IT Standards/

Documents Guidelines/Frameworks

Research key control Document
Document Key D S

activities not currently missing key =)
Controls

documented controls

Perform Self-
testing & Self- Perform o3

Acsessments assessments/testing

Measure & Define IT Performance Improve =
Take Action Framework metrics \

[(Creswes O o (I GRS




Bring everyone along

Executives
Employees
Contactors
Third parties

-

o




Process Model Selection

Specific
TCO
ITIL CMMI
) CMMI = Capability Maturity Model
CobiT Integration
PICMMI CobiT = Control Objectives for
IS/T General S Information and Related Technology
Relevance Six Sigma
ITIL = IT Information Library
ISO 9000

National Awards TCO = Total Cost of Ownership
(such as Malcolm
Baldrige Award)

Holistic Scorecards

Low Moderate High

Levels of Abstraction

Source: Gartner Research (June 2003) 3



Governance Maturity over time

IT Governance matures over time — Where is your roadmap?

Governance
Maturity

Sustaining Management Practices
* Planning & organisation

* Financial Management

* Human resource management

* Performance measurement

Time



CobiT Implementation Guide

Define strategy

Create value Preserve value

Good things to Bad things not
happen happening

Resolve
problems

Continuous
improvement

Measure results




General Approach to Governance
Implementation

|dentify priority issue(s) (governance or business drivers)
Map to IT goals, process and affected resources

Assign to Process Owner

Resolve issue and adjust process/resources

Use responsibility matrix to determine job impacts

Change job descriptions/expectations

Change measurement/monitoring systems

Incorporate into performance appraisals/reward processes

© NO O~ WODN -~
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The Cost of SOX

FINANCIAL SERVICES

S0X cited as audit costs jump 10%

By DONCAN MAVIN

last year, a jump of almost 10%
from $554-million the previous
year. :
Audit costs have risen signifi-
'cantly in recent years, especially
due to the impact of complex

new rules. However, the litest sur-
vey of fees paid by the top 100
companies in the Toronto Stock
Exchange from Toronto-based
Workflow International Inc. indi-
cates the cost of obtaining an an-
dltmtbﬂontheﬂn.

“Ten per cent is more than
you'd think the cost would go up
in a low inflation environment,”
said Workflow's David Slater.

-— -

“But there's no question we are
seeing greater complexity and

from SOX and other rule changes
have ‘increased the amount of
time and effort auditors say is
needed for them to do thelr work.
That has created a shortage of
qualified staff, which has also
pushed up anditors’ salaries, and
therefore audit costs. On top of
that, some auditors complain
they can no longer obtain indem-
nity insurance to cover the risk of
being sued for their work, and
that risk is also factored into fees.

Meanwhile, the so-called Big
Four audit firms — Deloitte &
Touche LLP, Pricewaterhouse
Coopers LLP, Ernst & Younyg
LEIP and KPMG LILP — contin-
ue to dominate Canada’s audit
market, sharing 99% of total fees
paid by companies in the survey.
Grant Thornton LLF and sur-
vey newcomer Soberman LILP

share the remaining 19%.

Deloitte has the largest share,
commanding 39% of fees paid to
anditors by Canada’s big firms, up
from 36% in the previous survey.
Delomewupddms-mnuon
according to the latest results, up
$38-million from $198-million.

Nortel Networks Corp., a
Deloitte client, paid out more
than any other company.

Nortel, whose accounts have
been under more scrutiny than
perhaps any other Canadian
company, paid Deloitte $81-mil-
lion for audit and related work, a
hike of $7-million from $74-mil-
lion the year before.

One significant shift in the da-
ta, noted Mr. Slater, is that the
amount paid to auditors for ser-
vices other than the annual audit
has fallen from about 30% of to-
tal fees two years ago to about
15% in the Iatest set of figures.

Financial Post

dmavin@nationalpost.com



IT, SOX and CobiT

invernal
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IT CONTROL OBJECTIVES
FOR SARBANES-OXLEY, 2* EDITION

IHE IMPORTANCE OF || IN THE
DESIGN, IMPLEMENTATION AND
SUSTAINABILITY OF INTERNAL
CONTROL OVER FINANCIAL
REPORTING AND DISCLOSURE

Exrosure Drart—30 Arzn 2006
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IT, SOX and CobiT

PCAOB

Provides only high level
guidance on IT

Program development
Program changes
Computer operations

Access to programs and
data

Financial Assertions
Provide little input

* Completeness

® Accuracy

* Validity

¢ Authorisation COSO

® Segregation Needs more substance
. on IT
v |

COBIT ® Control environment

Accepted standard for
control over IT

* Limited to effect on financial
reporting, i.e. excluding
operational and efficiency
issues

» * To be used as a reference,
customised based on
enterprise needs

® Split into control activities
and control environment

Information and
communication
Risk assessment
Control activities
Monitoring

38



Organisation Controls

Entity-level Controls Controls include:
Entity-level Controls set the tone = Strategies and plans
and culture of the organisation. IT = Policies and procedures
entity-level controls are part of a = Risk assessment activities
company’s overall environment. = Training and education

= Quality assurance

= Internal audit

" Executive Management

Application Controls Control objectives/assertions
@ » @ @ Controls embedded within include:
g 8 o 3 business process applications » Completeness
o o § £ § - o directly support financial control « Accuracy
a8 o .3 o % o . objectives. Such controls can be » Existence/authorisation
@ S @ & 0w -2 @ 8 found in most financial * Presentation/disclosure
2 i 2 2 8 § 2 applications including large
= = g £ = systems such as SAP and Oracle
S - 3 8 as well as smaller OTS systems
m @ m @ such as ACCPAC.
IT General Controls Controls include:
Controls embedded within IT * Program development
IT Services Processes that provide a reliable  » Program changes
OS/Data/Telecom/Continuity/Networks operating environment and * Access to programs and data

support the effective operation of = Computer operations
application controls.

39



C/SOX Roadmap

1. Plan and Scope IT 2. Assess IT Risk 3. Document Controls 4. Evaluate Control
Controls e I » Document application Design and

* Review overall project likelihood and controls (automated or Operating
\donti application impact of IT e o\ \ . Dowrminematal

systems causing ybrid controls).

controls. financial * Document IT general key controls are

. ldept;tify in-scope S e controls (access, g_owmenut:‘d
applications. program development * Test controls to

* Identify in-scope or fraud. and change, and confirm their
infrastructure and computer operations). operating
databases. effectiveness.

5. Prioritise and Remediate 6. Build Sustainability

Deficiencies -
. . + Consider automating
Evaluate deficiencies by e

assessing their impact and

likelihood of causing financial reliabity and reduce
ng effort.
statement error or fraud. : o
i * Rationalise to eliminate
« Consider whether Tt
compensating controls exist s u and duplica

and can be relied upon.
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C/SOX - An Enterprise Approach

Corporate Projects (GWL & IGM):
Level 0

I.S. Project:
Level O

Entity Controls |.S. Entity Controls
+ Tone from the TN « Support Tone from the Top
Level 1 Level 2

Automated Application
Controls

+ Data validation, edit
checks & output
reconciliations

* Interface Controls OQO
@)

General Application Controls
« System development
« Change control
« Data Recovery
+ Database management
* Programmer security

Level 3
General Computer Controls

+ Change & Configuration
management

* Network Administration

« Security Administration

+ Data center operations

+ Database Administration

+  O/S Administration “

* End User Security




IT Entity Controls (Level 0)

COSO Component
O35
g - R > S ) =
3385|2833 8
%) <§ v =3 | S8 =
T 3 g |1z |25 )
§ g ® 2 g 3 5
Process CobiT IT Process 3 3 S8 =
ID - S a
PO1 Define IT Strategic Planning . ) .
PO4 Define the IT processes, organisation and relationships . . .
PO6 Communicate management aims and directions . )
PO7 Manage IT human resources . .
PO8 Manage quality . . . .
PO9 Assess and manage IT risks °
DS7 Educate and train users . .
ME1 Monitor and evaluate IT performance . . .
ME2 Monitor and evaluate internal control . .
ME3 Ensure regulatory compliance . ) .
ME4 Provide IT governance . .
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IT General Controls (Level 2 & 3)

PCAOB Control Headings

m o 3
3 2 >
=953 |38 Ué o
g3 g 2 E.'o &g %
"c | ®
33|85 |88 | o35
Process ID CobiT IT Process ES @ a
Al2 Acquire and maintain application software ) . . .

Al3 Acquire and maintain technology infrastructure . . .
Al4 Enable operation and use . . . .
Al6 Manage changes . .
Al7 Install and accredit solutions and changes . . . .
DS1 Define and manage service levels . . . .
DS2 Manage 3" party services . . . .
DS5 Ensure systems security . .
DS9 Manage the configuration . .
DS8 Manage incidents .
DS10 Manage problems .
DS11 Manage data . .
DS13 Manage operations ] .
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Issues in Application Controls

* The need for risk management is not appreciated
— Demonstrate the value received for the investment in controls
— Conduct regular communication and change management

» Business slow to recognise responsibility for Application Controls
— Ensure Application Control and IT General Control teams coordinate
— Acknowledge shared responsibility for sign-off

* Many older application do not have the required controls
— If risk is high, identify compensating controls
— If risk is low, waive the requirement on a case-by-case basis
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Issues in Application Controls

» Difficult to determine an ‘appropriate and measured response’
— ldentify critical business processes based on risk and materiality
— Limit work to high priority processes

* There is a general lack of internal control expertise
— Define and implement standardised monitoring processes
— Minimise the risk of re-work — Do it right the first time!

" No definitive guidance from consultants or government
— Use common sense based on experience
— Be able to justify the decisions made

47



Some Useful References (2/3)

Formalize Key Documents & Define Controls

ISACA COBIT 5.0 Framework

Information Technology Infrastructure Library (ITIL) for IT Service
Management

National Institute of Standards and Technology (NIST) and the
ISO/IEC 27000 family for Information Security

PMBOK Guide from the Project Management Institute for Project
Management

Regulatory guidance/standards in your industry

The Open Group Architecture Framework (TOGAF) for Enterprisesms
Architecture




Some Useful References (3/3)

Perform Self-Testing & Self-Assessments
* |ISACA COBIT 5.0 Framework

 |[SACA Risk IT Framework

* Operationally Critical Threat, Asset, and Vulnerability
Evaluation (OCTAVE) Framework from Carnegie Mellon

Measure & Act

« Balanced Scorecard Framework (BSC) from the
Balanced Scorecard Institute (BSI)



EXAMPLE

[T GOVERNANCE FOR
UNIVERSITY




Figure 5. IT Governance Framework from JISC (2007a)
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Figure 6. IT Governance Framework for Universities (ITG4U)
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Table 1. IT Goals for ITG4U framework

Have a very clear idea of the vision and IT strategy for the whole university.
Align the IT strategy and the institutional strategy (business strategy).
Reach IT objectives using an integral IT governance system.

Have a decision making structure aligned with the IT strategy.

Provide high level IT policies and procedures which comply with external laws and
regulations and support international standards.

Make IT decisions that are correctly reasoned and effective.

Know and achieve the return value on IT investment.

IT projects must achieve the planned goals.

Define an IT architecture that will include process definition and system integration.
Acquire the necessary technology to fulfil the requirements of the institution.
Guarantee that the established ITs are working according to plan.

IT-based services must meet the level required by the users.

Know and manage IT associated risks.

Ensure that IT systems are flexible and agile in responding to future changes.

Have adequate and sufficiently trained staff who can govern IT efficiently.
Incorporate respect for people and social and environmental values within the IT strategy.
Exchange IT experiences with other organisations and with society as a whole.

Table 2. IT Goals mapping several frameworks
C COBIT
UK JISC (United Kingdom)

WR Weilly Ross
CM Calder-Moir

E ECA R (EDUCA USE)
Vv Van Grembergen
CRUE Researchers
IT Goals from [TG4U

Have a very clearidea of the vision and I T strategy for the whole university.
Align the I T strategy and the institutionalstrategy (business strategy).

Reach IT objectivesusing an integrall T governance system.
Have a decision making structure aligned with the IT strategy.

Provide high levellT policies and procedures which comply with externallaws and regulations and

supportinternationalstandards.
E WR UK C Make IT decisions that are correctly reasoned and effective.

V E CM WR UK C Know and achieve the return value on IT investment.
IT projects must achieve the planned goals.
Define an IT architecture that willinclude process definition and system integration.

vV E CM WR UK C Acquire the necessary technology to fulfilthe requirements of the institution.

UK Guarantee that the established I Ts are working according to plan.
E CM UK C IT based services must meet the levelrequired by the users.
\ CM c Know and manage IT associated risks.
v CM C Ensure that I T systems are flexible and agile in responding to future changes.
V E CM Uk ' C Have adequate and sufficiently trained staff who can govern IT efficiently.

Incorporate respect for people and socialand environmentalvalues within the I T strategy.

4Vl Exchange [T experiences with other organisations and with societyas a whole



