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Building Blocks
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Let’s do a recap… 
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Three Lines of Defense
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Understand your Stakeholders
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• You have full executive support 
• You have the resources you need
• You no longer have to justify the value of proactive 

governance
• Your governance processes are streamlined
• Auditors are no longer finding major gaps

You’re there (or closer) if… 
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Define what your “Good” looks like

– Define the skill set and resources you need
– Describe roles and responsibilities
– Leverage best practices and frameworks
– Create a roadmap of activities and timelines
– Clearly articulate your scope of coverage
– Add key details applicable to your organization 
– Identify when and how you will leverage 

technology 
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Sample High-Level IT Governance Roadmap
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Bring everyone along 

• Executives
• Employees
• Contactors
• Third parties
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Formalize Key Documents & Define Controls
• ISACA COBIT 5.0 Framework
• Information Technology Infrastructure Library (ITIL) for IT Service 

Management 
• National Institute of Standards and Technology (NIST) and the 

ISO/IEC 27000 family for Information Security 
• PMBOK Guide from the Project Management Institute for Project 

Management
• Regulatory guidance/standards in your industry
• The Open Group Architecture Framework (TOGAF) for Enterprise 

Architecture 

Some Useful References (2/3)
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Perform Self-Testing & Self-Assessments
• ISACA COBIT 5.0 Framework
• ISACA Risk IT Framework 
• Operationally Critical Threat, Asset, and Vulnerability 

Evaluation (OCTAVE) Framework from Carnegie Mellon
Measure & Act 
• Balanced Scorecard Framework (BSC) from the 

Balanced Scorecard Institute (BSI)

Some Useful References (3/3)



EXAMPLE 
IT GOVERNANCE FOR 

UNIVERSITY



 

Figure 5. IT Governance Framework from JISC (2007a)  

 

 

Figure 6. IT Governance Framework for Universities (ITG4U)  

 

 

 

 

 

 

IT GOALS 

ISO PRINCIPES 

ISO 38500 

Responsibility Strategy Acquisition Conformance Human  
Behaviour 

Performance 

IT INDICATORS 2 16 17 

1 2 3 5 4 6 7 8 9 10 11 12 13 14 15 16 17 
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Table 1. IT Goals for ITG4U framework 

1 Have a very clear idea of the vision and IT strategy for the whole university. 

2 Align the IT strategy and the institutional strategy (business strategy). 

3 Reach IT objectives using an integral IT governance system. 

4 Have a decision making structure aligned with the IT strategy.  

5 Provide high level IT policies and procedures which comply with external laws and 
regulations and support international standards. 

6 Make IT decisions that are correctly reasoned and effective.  

7 Know and achieve the return value on IT investment. 

8 IT projects must achieve the planned goals. 

9 Define an IT architecture that will include process definition and system integration. 

10 Acquire the necessary technology to fulfil the requirements of the institution. 

11 Guarantee that the established ITs are working according to plan.   

12 IT-based services must meet the level required by the users. 

13 Know and manage IT associated risks.  

14 Ensure that IT systems are flexible and agile in responding to future changes.  

15 Have adequate and sufficiently trained staff who can govern IT efficiently. 

16 Incorporate respect for people and social and environmental values within the IT strategy. 

17 Exchange IT experiences with other organisations and with society as a whole. 
Table 2. IT Goals mapping several frameworks 

C COBIT

UK JISC (United Kingdom)

WR Weill y Ross

CM Calder-Moir

E ECAR (EDUCAUSE)

V Van Grembergen

R CRUE Researchers

IT Goals from ITG4U

E CM UK C 1 Have a very clear idea of the v ision and IT strategy for the whole university.

V E CM UK C 2 Align the IT strategy and the institutional strategy (business strategy).

E CM WR UK C 3 Reach IT objectives using an integral IT governance system.

V CM WR UK C 4 Have a  decision making  structure aligned with the IT strategy.

V E CM WR UK C 5 Provide high level IT policies and procedures which comply with external laws and regulations and 

support international standards.

E WR UK C 6 Make IT decisions that are correctly reasoned and effective.

V E CM WR UK C 7 Know and achieve the return value on IT investment.

V E CM WR UK C 8 IT projects must achieve the planned goals.

V E CM WR C 9 Define an IT architecture that will include process definition and system integration.

V E CM WR UK C 10 Acquire the necessary technology to fulfil the requirements of the institution.

V UK C 11 Guarantee that the established ITs are working according to plan.  

V E CM UK C 12 IT based services must meet the level required by the users.

V CM C 13 Know and manage IT associated risks.

V CM C 14 Ensure that IT systems are flexible and agile in responding to future changes.

V E CM UK C 15 Have adequate and sufficiently trained staff who can govern IT efficiently.

R 16 Incorporate respect for people and social and environmental values within the IT strategy.

R 17 Exchange IT experiences with other organisations and with society as a whole
 


